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OIIPEJAEJIEHUA

B HacTosAIEM TOKYMEHTE HCIIONB3YIOTCS CIEAYIOIUE TEPMUHBI U UX ONPEACICHUS.

ABTOMATH3MPOBAHHAA CHCTEMAa — CHUCTEMA, COCTOSINAs M3 IEPCOHANA M KOMIUIEKCa
CPEACTB aBTOMATHM3allMM €ro JEeATEeIbHOCTH, peaTM3yIomas HWHPOPMAMOHHYIO TEXHOJOTHIO
BBITOJIHEHUS YCTAaHOBJICHHBIX (DYHKITHA.

AyTeHTH(QUKALUS OTIHPABUTEN JAHHBIX — IOATBEPXKACHHUE TOrO, YTO OTIPABUTEIb
IIOJIy4YEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHHE 3aIlMIICHHOCTH IEPCOHAIBHBIX
JAHHBIX,  XapakTePU3yeMOE€  CIIOCOOHOCTBIO  MOJB30BATENCH, TEXHUYECKHX  CPEACTB H
MH(POPMAIIMOHHBIX TEXHOJIOTHI 00ECTIeYnTh KOH(PHICHIUATBHOCTD, EIOCTHOCTh M JIOCTYITHOCTD
HEPCOHATIBHBIX IAHHBIX MPH UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX NEePCOHANbHBIX IaHHBIX.

buomerpuyeckne mnepcoHaNbHbIC [JaHHbIE — CBEICHUS, KOTOPBIE XapaKTEpU3YIOT
¢uznonoruyeckue OCOOEHHOCTH 4YEJIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBUTbH €ro
JMYHOCTh, BKJIIOYas ¢ororpaduu, OTMEYAaTKH NaNbIEB, 00pa3 CETYATKH Tja3a, OCOOCHHOCTH
CTPOEHUS Teja U APYT'YIo NOI00HYI0 HH(POPMALIHIO.

BiiokupoBaHMe TEPCOHAJBHBIX [JaHHBIX — BPEMEHHOE IpekpauieHue  cOopa,
cUCTEeMaTH3alluy, HAKOIUICHUs, UCIIOJIb30BaHUs, PACIPOCTPAHEHHUS, IEPCOHATIBHBIX JaHHBIX, B TOM
YHClie UX MepeiadH.

Bupyc (KOMNBIOTEpHBI, NPOrPAMMHBIN) — HCIOJHSAEMbIM IPOrPaMMHBIM KOA WIN
UHTEPIPETUPYEMbIil HAa0Op MHCTPYKIMHA, OOJaAaonMii CBOMCTBaMM HECAHKIMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocipousBeneHus. Co3laHHble TyOnMKaThl KOMIIBIOTEPHOTO BHpyca HE
BCEr/la COBIAAAIOT C OPUTHMHAJIOM, HO COXPAaHSIOT CIIOCOOHOCTH K JTaJIbHEHIIIEMY PACIIPOCTPAHEHUIO
Y CaMOBOCIIPOU3BENICHUIO.

BpenonocHasi mnporpamma — [porpaMma, IpeAHAa3HauY€HHas Uil OCYIIECTBJICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3/JEHCTBUS Ha NEPCOHAIbHBIE JTAHHBIE WM PECYPChI
MH(GOPMAIIIOHHOW CUCTEMBI EPCOHATBHBIX JaHHBIX.

BcnomoraresqbHble TeXHHYECKHE CpeIcTBa M CHCTEMbl — TEXHHUYECKHE CpENCTBA U
CHCTEMbI, HE TpeJHa3HaueHHbIe JUIi Nepefadd, oOpabOTKH M XpaHEHHs MEepCOHAIBHBIX JAHHBIX,
yCTaHaBIMBAaEMble COBMECTHO C TEXHUUECKUMU CPECTBAMH M CHCTEMAaMU, MpeIHa3HAYE€HHBIMU IS
00paboOTKH MEpPCOHATbHBIX JAaHHBIX WM B MOMEUIEHHSX, B KOTOPBIX YCTAHOBJIEHBI MH(POPMAIIOHHbIE
CHCTEMBI IIEPCOHANIBHBIX JaHHBIX.

Jloctyn B OmepamMOHHYI0 cpely KoMnbloTepa (MH(GOPMAIMOHHOH CHCTEMBbI
NEePCOHATBbHBIX JAHHBIX) — TOJYYEHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHUE IITATHBIX KOMaH]I,
(GYHKIMH, TPOIEAYp OMEPAMOHHON CHCTeMBbl (YHHUUTOXKEHHS, KOIUPOBAHMS, TMEPEMEICHUs W T.IL.),

UCTIOJTHSEMBIX (haiisIOB MPUKIIAIHBIX IPOrPAMM.



JlocTyn kK HHGOPMAIMU — BO3MOXXHOCTb IOTy4eHHUsI TH(OOPMALIMH U €€ UCTIOJIb30BaHMS.

3aky1al04yHOe YCTPOICTBO — 3JIEMEHT CpelCTBa cheMa MH(OPMAIMH, CKPHITHO BHEIPSEMBbIi
(3aKJTapIBaEMBblii WIT BHOCHMBIIA) B MECTa BO3MOXKHOTO cheMa MH(opMaIyu (B TOM YUCIIE B OrpaKICHHE,
KOHCTPYKLIMIO, 000pyJOBaHKe, MPEIMEThl HHTEPbepa, TPAHCIIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKUE
CPEZICTBA U CUCTEMBI 00pabO0TKH HH(pOpMAIIHN).

3ammumaemass uHdopManus — MHPOPMALWMS, SBILSIOIIAACS IPEMETOM COOCTBEHHOCTH U
NOJUISKAIIAST 3alliTe B COOTBETCTBHM C TPEOOBAHMSMH IIPABOBBIX JIOKYMEHTOB WM TPeOOBAaHUSMU,
YCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OPMAIUH.

NnenTudukanms — MpucBoeHHe CyObEKTaM M OOBEKTaM JIOCTyIa WACHTU(HUKATOpa U (W)
CpaBHEHHE NPEABSBIISIEMOr0 HICHTH(HKATOPA C IIEPEUHEM TPHUCBOSCHHBIX UACHTU(PHUKATOPOB.

NHpopMaTHBHBIN CUIHAJ — JIEKTPUYECKUE CUTHAIBI, AKYCTUUYECKUE, JJICKTPOMATHUTHBIE W
JIpyrve (u3MUecKre TOoJs, IO TapamerpaM KOTOpPbIX MOXKET OBITh pacKpbiTa KOH(HICHIHATbHAS
nHpopmarws (mepcoHaIbHbIE JaHHbIE) OOpabarbiBacMas B MH(OPMAIIMIOHHON CHUCTEME TePCOHATBHBIX
JTAHHBIX.

HNudopmaunuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIAH) — maOpManmoHHas
CUCTeMa, MPEACTABIAONIAs COO0N COBOKYIMHOCTh MEPCOHANBHBIX JaHHBIX, COJEpKalIuXca B Oaze
JaHHBIX, a TakXke WH(POPMAIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX CPEACTB, IMO3BOJSIOLIUX
OCYIIECTBIISITh  O0pabOTKYy TaKWX TMEPCOHATBHBIX JIAHHBIX C HCIIOJIb30BaHHUEM CPEJICTB
aBTOMATH3AIMH WK 0€3 UCTIOIh30BAHUS TAKUX CPEJICTB.

HNudopmanuonHble TEXHOJOTHH — TPOIECCHI, METO/IBI TIOMCKA, cOOpa, XpaHEeHUs], 00PaOOTKH,
NPEIOCTABIICHHS, PACIPOCTpaHEHUsI MH(GOPMALMK U CIIOCOObI OCYILECTBJIEHUS TaKUX MPOIECCOB U
METO/IOB.

Hcnosb30Banne mepcOHATbHBIX JAHHBIX — JEHCTBHS (ONEpannu) ¢ TMEPCOHATHHBIMU
JAHHBIMM, COBEpILAEMbIE OINEPaTOPOM B HENAX NPUHATHS PEIICHWH WIM COBEPIIEHUS HHBIX
JeMCcTBUH, MOPOKIAIOMUX IOPUINYECKUE MOCIEACTBHS B OTHOIIEHHHM CYyOBEKTa NEepCOHATbHBIX
JAHHBIX WA JPYTrUX JHI JU00 WHBIM 00pa3oM 3aTpardBarolIdX IpaBa M CBOOOABI CyOBEKTa
MIEPCOHATBHBIX JaHHBIX WM JPYTUX JIHII.

Hcrounuk yrpo3nl 6e3onmacHocTH HH(POPMALUU — CYOBEKT JIOCTYIA, MaTepUAIbHBINA O0BEKT
WM (PU3UYECKOE SIBTICHHE, SBTISIOIIMECS IPUUUHON BOSHUKHOBEHHSI YTPO3bl 0€3011aCHOCTH MH(OPMAITHH.

KonTposmpyemasi 30Ha — TIPOCTPAHCTBO (TEPPHUTOPHS, 37[aHUE, YacTh 3[aHMS, TIOMEIICHUE), B
KOTOPOM HCKITFOYCHO HEKOHTPOJIMPYeMOe MpeObIBAHWE ITOCTOPOHHMX JIMII, a TAKKe TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUaIbHBIX CPE/ICTB.

KoHpuaeHIMAJBHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTeNbHOE U1 COONIFOJCHUS
OIEPaTOPOM WJI MHBIM TMOITYYHBILIHMM JOCTYIT K TEPCOHANIBHBIM JJAHHBIM JIMLIOM TpeOOBaHUE HE JOITyCKaTh
UX pacrpocTpaHeHue 0e3 cornacusi CyObeKTa MEPCOHATBHBIX JAHHBIX WM HAJIMYMS MHOTO 3aKOHHOTO

OCHOBAHM:I.



Me:kceTeBol IKpaH — JIOKATHHOE (OJHOKOMITOHEHTHOE) WM (DYHKIIMOHATLHO-PACTIPEIENICHHOES
MPOrpaMMHOE (IIPOrPaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), PEaTH3yIoIee KOHTPOIb 32 MH(OpMAIHe,
MOCTYNAIEed B HHOOPMAIMOHHYIO CHUCTEMY MEPCOHATIBbHBIX JAaHHBIX U (WIM) BBIXOMIICH U3
MH()OPMAIIMOHHON CHCTEMBI.

Hapymmreab 6e30MacHOCTH NMEPCOHAJBLHBIX AAHHBIX — (PU3MUECKOE JIMIIO, CIy4aifHO MU
NPETHAMEPEHHO COBEPIIAIONICE JCHCTBHUS, CIIEJCTBUEM KOTOPBIX SBISICTCS HApyIIeHHE Oe30MacHOCTH
NIEPCOHANBHBIX JIAHHBIX MPU UX 00pabOTKEe TEXHHMYECKHMMH CpPEJCTBAaMH B HMH(OPMAIMOHHBIX CHCTEMAX
MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHass  o0padoTka  NepPCOHAJBHBIX  JAaHHBIX —  0o0OpaboTka
NEPCOHANBHBIX JAHHBIX, COAEPXKAIIMXCS B MH()OPMAIMOHHOW CHUCTEME NEPCOHAIBHBIX IaHHBIX
a100 M3BJICYEHHBIX U3 TAKOM CHCTEMBI, CUUTAETCSI OCYILECTBICHHON 0€3 MCIOJIb30BAHUS CPE/ICTB
aBTOMAaTHU3alMK (HEaBTOMAaTU3UPOBAHHOM), €CJIM TaKhe NeUCTBUS C MEPCOHATBHBIMU TAHHBIMU, KaK
UCIIONIb30BaHUE, YTOYHEHHE, paCIpOCTpaHEHHE, YHUYTOXXCHHE IEePCOHATBHBIX JaHHBIX B
OTHOIIEHWH K&XJOTO U3 CYOBEKTOB TEPCOHANBHBIX JaHHBIX, OCYIIECTBISIOTCS TpHU
HEINOCPEJICTBEHHOM Y4acTUH YeJIOBEKa.

HenexnapupoBanHble  BO3MOKHOCTH —  (YHKIMOHAJbHBIE ~ BO3MOXKHOCTU  CpEJICTB
BBIUKCITUTEILHON TEXHHUKH, HE OMMCAHHbIC WM HE COOTBETCTBYIOIME OMMCAHHBIM B JOKYMEHTAIIUH, TIPH
UCIIOJIb30BaHUM KOTOPBIX BO3MOXKHO HapylleHHe KOH(UICHIMAIBHOCTH, JOCTYITHOCTU WM LEIOCTHOCTH
o0pabatbiBaeMOl MHpOpMaIUK.

HecaHKuMOHMPOBAaHHBIN 0CTYN (HECAHKIMOHMPOBAHHBIC MEHCTBHA)— JOCTYyl K
uHpOpMALMM WM JeHCTBUSA ¢ WH(pOpMaluell, Hapyllarolye MpaBWwia pasrpaHUYeHus] J0CTyma C
UCIIONb30BAaHUEM  IUTATHBIX  CPEACTB,  IPEAOCTABISEMBbIX  MH(POPMAIMOHHBIMH  CHCTEMaMU
NEPCOHAIBbHBIX JaHHbBIX.

Hocuteapr wHdopmanym — (u3nueckoe JIMIO WIM MaTepHallbHbIi OOBEKT, B TOM 4YHCIIE
¢usIgeckoe 1mose, B KOTOpoM MH(OpMALMs HAXOUT CBOE OTpayKEHUE B BUZIE CUMBOJIOB, 00Pa30B, CUTHAJIOB,
TEXHUUYECKUX PELIEHNH 1 MPOLIECCOB, KOTMYECTBEHHBIX XapaKTEPUCTUK (GU3NUECKUX BETUUMH.

OO0e3iMuMBaHNe TEPCOHAJBHBIX JAAHHBIX — JEHCTBUS, B pe3yjibTare KOTOPBIX
HEBO3MOXXHO OIPECIUTh MPUHAUIEKHOCTh TMEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX.

O0padoTka MepCcoOHAJBHBIX JAHHBIX — JEHCTBHA (OIEpalii) C MEPCOHATBHBIMU JAHHBIMH,
BKJTIOYas COOp, CHUCTEMaTW3allvio, HAKOIUICHWE, XpaHeHWe, YTOuyHeHue (OOHOBJIEHHWE, W3MEHEHHE),
UCIIONIb30BAaHUE, pAClpoCTpaHeHue (B TOM UMCle TIepefady), OOe3MYMBaHue, OJOKMPOBAHME,
YHUUYTOXKEHHE NTEPCOHATIBHBIX JaHHBIX.

OO0menocTynHble MepCOHAJTbHbIE JaHHbIEe — [IEPCOHANbHBIE  JIaHHBIE,  JOCTYI

HEOTPAaHMYEHHOTO Kpyra JHUIl K KOTOPBIM IPEIOCTaBIE€H C COIIacus CyObeKTa MEepPCOHaIbHBIX



JAHHBIX WJIM HA KOTOpbIE B COOTBETCTBMU C (heAepaqbHBIMH 3aKOHAMU HE PACHpOCTPaHSETCS
TpeboBaHuE cOOMIOACHNS KOH(PUICHIINATHHOCTH.

Oneparop (MepCOHAJBHBIX JAHHBIX) — TOCYIAPCTBEHHbBI OpraH, MyHUIMIAILHBIA OpraH,
IOPUIMYECKOe WM  (PU3MYECKOe JIMI0, OpraHm3yromiee H (WIM) OCYIIECTBISIONIEE O0OpadOTKY
MEPCOHANIBHBIX JAHHBIX, a TAKKEe ONpPENEIIONIE e U ConlepykaHue oOpabOTKH NEepCOHATBHBIX
JTAaHHBIX.

Texnuveckue cpeacTBa HHPOPMANMOHHON CHCTEMbI NEPCOHATBHBIX JAHHBIX — CPEJICTBA
BBIUUCITUTEIILHON TEXHUKH, MH(OPMAIIOHHO-BHIUMCIIUTENILHBIE KOMIUIEKCHI M CETH, CPENICTBA M CHUCTEMBI
nepenaud, npuema u oOpabotku II/[H (cpemctBa u  cuCTeMbl 3BYKO3AlMCH, 3BYKOYCHIICHU,
3BYKOBOCIIPOU3BE/ICHUS], IEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOICTBA, CPEICTBA U3TOTOBIICHNUS, TUPAXKUPO-
BaHUS JIOKYMEHTOB U JIPYI'He TEXHUYECKHE CPEIICTBA 00PabOTKH pedeBOl, rpadudecKoid, BUeo- 1 OyKBEHHO-
11ppOBOIA HH(POPMALIUH), TPOrPAMMHbIE CPEICTBA (OTEPAITHOHHBIC CHCTEMbI, CHCTEMBI YIIPABJICHHS Oa3aMu
JAHHBIX U T.I1.), CPECTBA 3aIUThI MH(OPMAIMH, IPHUMEHsIEMbIE B MUH(DOPMAIIMOHHBIX CUCTEMAX.

IMepexBaT (MHOpMALMKI) — HETIPABOMEPHOE MOJIYICHHE MHPOPMAITUU C UCTIOIHE30BAHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIEI0 OOHApYKEeHHE, TPHEM B 00paboTKy WH(POPMATHBHBIX
CUTHAJIOB.

IlepconasbHble AaHHbIE — J100as UHOpPMAIHS, OTHOCSIIAACA K OINPEACICHHOMY WU
OTIpeIeTsIEMOMY Ha OCHOBAaHHMHM Takod mH(popManuu (puzndeckoMy JHiy (CyOBEKTY MepCOHAIBHBIX
JAaHHBIX), B TOM YHUCJIE €ro (pamMuiusi, UMs, OTYECTBO, IO/, MECII], JaTa U MECTO POXKAEHHUS, aJipec,
ceMeliHoe, collManbHOE, UMYIIECTBEHHOE IOJIOKEHHE, 00pa3oBaHue, npodeccusi, 10X0bl, Apyras
uHpOpMaIus.

ITo0o4HbIe 31eKTPOMATHUTHBIE U3JIYYeHHS] M HABOJAKM — 3JIEKTPOMAarHUTHbIE U3JIy4EHUs
TEXHUYECKUX CPEJICTB 00pabOTKM 3amuinaeMorl MHQoOpManuy, BO3HUKAIOIIME Kak I00OYHOE
ABJICHUE U BBI3BAaHHBIC DJJIEKTPUUYECKMMHU CHUTHAJIaMH, JCHCTBYIOIIMMU B HX JJIEKTPUYECKUX H
MarHUTHBIX LENAX, & TAKXKE JJIEKTPOMAarHUTHBIE HABOJAKHM JTHX CHUTHAJIOB Ha TOKONPOBOISAIINE
JIMHUM, KOHCTPYKIIMU U IIETIH MTUTaHUS.

[MosnTHKAa  CYUCTOIO  CTOJA» — KOMIUIEKC  OpPraHU3alMOHHBIX  MEpONPHUSATHUH,
KOHTPOJIMPYIOIMX OTCYTCTBUE 3alMCHIBAaHMS Ha OyMa)KHble HOCHUTENM KiIoued u arpulyToB
Joctyna (mapoJieil) 1 XpaHeHus: X BOJTU3U 00bEKTOB JIOCTYTIA.

[Moab3oBaTesib MHPOPMALMOHHON CHCTeMbl MEPCOHAJBHBIX JAAHHBIX — JIUIIO,
yyacTBymoIee B (YHKIIMOHUPOBAHUU HH(GOPMAIMOHHOM CHCTEMbl NEPCOHATBHBIX JAHHBIX WM
UCTIOJIB3YIONIEe PE3YNIbTaThl €€ (DYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHu4eHusi JOCTYNA — COBOKYIIHOCTb IPaBUJI, PErJIaMEHTUPYIOLIMX IpaBa
JIOCTYTIa CYObEKTOB JIOCTyNa K 00bEeKTaM JI0CTyTIA.

[IporpamMmmHas 3akjaaKa — KOJ MPOrpamMMbl, IPEeAHAMEPEHHO BHECEHHBIH B MPOTpaMMy C

IENBI0  OCYLIECTBUTh YTEUKY, W3MEHHUTb, OJOKUPOBaTh, YHHUYTOXXUTh HWHPOPMALUIO WIH
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VHUUYTOXUTH ¥ MOAU(PHUIMPOBATH MPOTPAMMHOE oOecreueHue HMHPOPMAIMOHHOW CHUCTEMBI
MEePCOHANTBHBIX JaHHBIX U (W) OJIOKUPOBATH alapaTHbIE CPEICTBA.

IIporpammHoe (MpPOrpaMMHO-MaTeMATHYeCKO0e) BO3AeiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICIICTBIE Ha pecypchbl aBTOMaTU3UPOBAHHON HH(POPMAIIMOHHON CHCTEMBI, OCYILECTBISIEMOE C
UCII0JIb30BaHUEM BPEIOHOCHBIX IIPOrpaMM.

PackpbiTHe 1EpPCOHATBHBIX JAHHBIX — YMBIIUIEHHOE WIM ClIy4ailHOE HapylleHue
KOH(HICHIIMATHLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne nepcoHaNbHBIX [JAaHHBIX — JICHCTBHS, HANPABICHHbIE Ha IMepenavdy
MEPCOHAIBHBIX JTAHHBIX OINpPEAEICHHOMY Kpyry JnuIl (mepefada MEpCOHANbHBIX JTAHHBIX) WM Ha
O3HAKOMJIEHHE C IIEpPCOHAJbHBIMM JIaHHBIMU HEOTPAaHUYEHHOTO Kpyra JulI, B TOM 4HCIE
00HapoJ0BaHME NEPCOHANBHBIX JIaHHBIX B CPEICTBaX MaccoBOM MH(pOpMaluu, pa3MelleHUE B
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEIOCTaBIEHUE OCTyMa K MEePCOHAIBHBIM
JAHHBIM KaKUM-JTHOO UHBIM CIIOCOOOM.

Pecypc nnpopManimoHHO#i cMCTEeMbI — HIMEHOBAHHBIN 3JIEMEHT CUCTEMHOIO, IPUKIIAJTHOTO
WIN anmapaTHoro odecneueHus pyHKIIMOHUPOBAHHUS WH(POPMAIIMOHHON CUCTEMBIL.

CnenuajibHble KATerOpMH INEPCOHAJBHBIX JAHHBIX — [IEPCOHAIbHBIE JAHHBIE,
KACArOUIMECs] pacoBOM, HALIMOHAJIBHON NMPUHAIEKHOCTH, MOJUTUYECKUX B3IISI0OB, PEIMTHUO3HBIX
i punocockux yoeKIeHUH, COCTOSHUS 30POBbsl 1 MHTUMHOW KHU3HHU CYOBEKTa MePCOHATBHBIX
JTAHHBIX.

CpeacrBa BBIYMCIMTENbHOW TEXHHUKH — COBOKYIHOCTh TPOTPAMMHBIX M TEXHHMYECKHX
HJIEMEHTOB CHCTeM 00pabOTKM JJAHHBIX, CIIOCOOHBIX (PYHKIIMOHMPOBATh CAMOCTOSITENILHO WJIM B COCTaBe
JIPYTUX CHUCTEM.

Cy0bekT nocryna (cy0beKT)— JMIO WM MPOLECC, ACHCTBUSI KOTOPOIO PEriaMeHTHPYIOTCS
MpaBUJIaMU Pa3rpaHUUuEHUs JOCTYIA.

Texnuyeckuii KaHad yTeYKH HH(OPMAIMM — COBOKYIMHOCTh HOCHUTENS HWH(OpMAIIN
(cpenctBa 00pabOTKM), (hr3MUECKON Cpebl pacrpocTpaHeHus MH(MOPMATHBHOTO CUTHAIA W CPEICTB,
KOTOPBIMH JJOOBIBAETCsI 3allHIIaeMasi ”HPOpMaLus.

Tpancrpanu4Has nepeaayda nepCcoHAJbHbBIX JAHHBIX — Mepeada NEPCOHATBHBIX JAHHBIX
onepatopoMm uyepe3 l'ocymapctBeHHyro rpanuny Poccuiickonn ®enepanuum opraHy BIacTH
MHOCTPAHHOIO rOCy/1apCcTBa, (PU3NUECKOMY UITU IOPUANYECKOMY JIUIY HHOCTPAHHOTO TOCYapCTBa.

Yrpo3bl 06e301aCHOCTH TEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCIOBHH U (DaKTOpOB,
CO3JIAIOLIMX ONACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCJIE CIYYalHOIo, JIOCTyNa K IEPCOHAIBHBIM
JTaHHBIM, PE3YJIBTaTOM KOTOPOrO MOXKET CTaTh YHHUTOXKEHHE, U3MEHEHHE, OJIOKMpOBAaHUE, KOITMPOBAHUE,
PaCHpOCTpaHEHHE TEPCOHANBHBIX JIaHHBIX, 4 TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JEWCTBUM IPU HX

00paboTKe B MH(POPMAITOHHOM CHCTEME TIEPCOHATIBHBIX JTaHHBIX.



YHUUYTOXKEHUE MEePCOHATBHBIX JAHHBIX — JCHCTBHS, B PE3yJbTare KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUTH COZICPYKAHUE TIEPCOHATIBHBIX JTAHHBIX B MH(OPMAIMOHHON CHCTEME TIEPCOHAIBHBIX JTAHHBIX
W B pe3yJIbTaTe KOTOPhIX YHUYTOKAIOTCSI MaTepUaIbHbIe HOCUTENIH MEPCOHAIBHBIX JTaHHBIX.

Yr1euka (3ammmaemMoi) nHGopMauuu MO0 TeXHUYECKHUM KAaHAJAM — HEKOHTPOJIMPYEMOE
pacrpocTpaHeHre MHPOPMAIME OT HOCHTEINS 3allMIaeMoi HHQOpMAIMK depe3 (PU3MUYEeCKYI0 cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTRIISIOIIETO ITepexBaT HH(pOpMaIiH.

Oprann3anus — HaumeHoBanne MOO

Ysa3BuMocThb — €1a00CTh B CPE/ICTBAX 3aIIUTHI, KOTOPYIO MOXKHO HCIIOIBb30BaTh JUIS HAPYILICHUS
CHCTEMbI WJIM COZIEprKalleiicsl B Hel nH(opMaluH.

HenocTHOCTHL HMHQOPMAIUM — CITIOCOOHOCTH CPEICTBA  BBIUKMCIUTEIIBHON TEXHUKH WM
ABTOMATH3MPOBAHHOM CHCTEMBI 00ECTIeUNBATh HEM3MEHHOCTh MH(OPMAIMH B YCTIOBUSIX CITyJaliHOTO W/WITH

MpeTHAMEPEHHOTO UCKKEHUSI (pa3pyLLeHus ).



OBO3HAYEHUSA U COKPALLIEHUSA
ABC — aHTUBUpYCHBIE CPEACTBA
APM — aBTOMaTH3MpOBaHHOE pabouee MeCTo
BTCC — BcnomoraresbHble TEXHUYECKHE CPECTBA U CUCTEMBI
NCTI/1a — nadopmarmoHHas CcTeMa IMepCOHATBHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha
JIBC — nokasbHast BBIMMCIUTENbHAS CETh
MD — MexceTeBoi IKpaH
HC/] — HecaHKIIMOHMPOBaHHBIN JOCTYII
OC — oneparmoHHas cucrema
[T/11 — mepcoHabHbIE JaHHBIE
[IMB — nporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE
1O — mporpammHOE obecrieueHne
[TOMHH — noGoYHBIE AMEKTPOMATrHATHBIC M3ITy9IeHUSI 1 HABOIKU
CA3 — cucrema aHann3a 3alUIIEHHOCTH
C3MU — cpeacTra 3amuThl HHGOPMAITIH
C3I1du — cuctema (ojicucTema) 3aluThl IEPCOHAIBHBIX JaHHBIX
COB — cucrema oOHapyXeHHs BTOP>KEHUN
TKYU — TexHrdeckre KaHATbI yTEUKH HHDOPMAII

VYBII1/IH — yrpo3bl 6€30MacHOCTH IEPCOHATIBHBIX TAHHBIX



BBEJIEHUE

HeoOxonumocts pa3paborku Konnenuuu o0ycliOBI€HA CTPEMHUTEIbHBIM pPaCIIMPEHHEM
cdepbl IPUMEHEHHS] HOBEHIINX MH(GOPMAIMOHHBIX TEXHOJIOTUN U TporieccoB B Opranusanuu, npu
00paboTke nHpOpMaIUu BOOOIIE, ¥ IEPCOHATBHBIX TAHHBIX B YACTHOCTH.

Hacrosimas KoHuemnus onpeenser OCHOBHbBIE IENH U 3a7a4H, a TAaK)Ke OOIIYI0 CTPATETHIO
MOCTPOEHUS CHUCTEeMBbI 3anmuThl TnepcoHanbHBIX MaHHBIX (C3[1[IH) Opranmzanuu. Konnenmus
orpezieNiieT OCHOBHBIE TpeOoBaHMs M 0a30BbIE IMOAXONbI K HX pealu3aluu, i JTOCTHKEHUS
TpeOdyeMoro ypoBHs 06€301acCHOCTH HH(POPMAIIHH.

Konnenmus paspaboraHa B COOTBETCTBHM C  CHCTEMHBIM IOJXOIOM K OOECHEYCHUIO
nH(popMalnOHHON Oe3onacHocTH. CHCTEMHBIM MOAXOJ MPENoJaraeT IpOBEACHHE KOMILIEKca
MEPOMPUITHIA, BKIIIOYAIOUINX UCCIIeI0OBaHNE YTPo3 HHPOPMAIIMOHHOM 0€30MacHOCTH U pa3padoTKy
cuctembl 3amuThl [1/]H, ¢ MO3UIMKM KOMITJIEKCHOTO MPUMEHEHUS! TEXHUYECKUX M OPTaHU3alMOHHBIX
MEp U CPEJICTB 3aIUTHI.

[Ton wapOpManoHHOW Oe3omacHOCThIO [1/IH MOHMMaeTCs 3aUIIICHHOCTh MTEPCOHATBHBIX
JaHHBIX W oOpabarbiBarolIell WX WHOPACTPYKTYpe OT JIIOOBIX CIIy4YailHBIX WM 3JIOHAMEPEHHBIX
BO3/ICIICTBUI1, pE3yIbTaTOM KOTOPBIX MOXKET SIBUThCSI HAHECEHHUE yiepOa camoil uHdopmammu, ee
Brazenbiam (cyobektam [1JIH) wim wHbpacTpykrype. 3amaun MHGOPMAIIMOHHONW 0€30MacHOCTH
CBOJISITCS K MUHMMH3AIIUK yiiepOa oT BO3MOXKHOM peanuzaiuu yrpo3 6esomnacHoctd [1/1H, a Taxxke
K IPOTHO3UPOBAHUIO U MPEAOTBPAIICHUIO TAKUX BO3ACHCTBHIA.

Konnenmuss ciyXur OCHOBOW [Uisi pa3pabOTKH KOMIUIEKCa OpraHU3allMOHHBIX H
TEXHUUYECKUX Mep Mo olecredeHuto MHPOpMauUMoOHHON Oe3omacHocTH OpraHuzaluu, a Takke
HOPMATHBHBIX W METOJUYECKUX JIOKYMEHTOB, OOECIEUMBAIONIMX €€ peau3aluio, u He
mpeJrnonaraeT MoaMeHbl (YHKIMA TOCYJapCTBEHHBIX OpraHoB BiacTu Poccuiickoii denepanumu,
OTBEHAIOIMX 3a obecreyeHrne Oe30MacHOCTH HMH(POPMAIMOHHBIX TEXHOJOTMM U 3alluTy
uH(pOpMaLIHH.

Konnemms SBaseTcss METOIOJIOTHIECKON OCHOBOM I

- ¢popMUPOBaHUS U MPOBEACHUS €IMHON MOTUTHKU B 00JIACTH oOecrieueHus Oe30MacHOCTH
[111 8 UCITAn Opranuzanmu;

- TIPUHATHUS YIPABICHYECKUX PEIICHUN U Pa3pabOTKH MPAKTUUYECKHX Mep MO BOILIONIEHUIO
nonuTuku Oe3omacHoctd [IJ[H ¥ BBHIPAaOOTKM KOMILIEKCAa COTJIACOBAHHBIX MEp HOPMATHBHO-
MIPaBOBOTO, TEXHOJIOTHYECKOTO W OPraHU3AIMOHHO-TEXHUYECKOTO XapaKkTepa, HalpaBJICHHBIX Ha

BBISIBJICHHE, OTPAYKEHUE U JIMKBUIALUIO TIOCIEACTBUI pealn3aluy pa3IndHbIX BUAO0B yrpo3 [1/1H;

- KOOpJAMHALIMK  JIEATEIbHOCTH CTPYKTYPHBIX moxapasfeneHuid  Opranuzanu — IpH
npoBeeHNN paboT mo pasButuio u AKciuryatanuu WCIIIa ¢ coOmromeHueM TpeboBaHUi

obecnieuenus 6e3omacuoctu I1/1H;
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- pa3paboTKH MPEAJIOKEHUH TI0 COBEPIICHCTBOBAHUIO IMPABOBOTO, HOPMATHUBHOTO,
METOJIUYECKOT0, TEXHUYECKOTO U OpraHu3aoHHoro obecreyenus 0ezonacHoctu [1Jn 8 UCIIdn
Opranuzanuu.

O6nacth npumeHeHus KoHIenuu pacnpocTpaHseTcst Ha BCIO JeATebHOCT, OpraHu3aimH,
CBSI3aHHYIO ¢ 00pabOTKOM MepCOHATBHBIX JaHHBIX.

[TpaBoBoii 0Ga3zoif s pa3pabotrku Hactosmed Koumenmuum cioyxar TpeOoBaHUS
neicTByromux B Poccwm 3aKOHOMATENBHBIX W HOPMATHBHBIX JIOKYMEHTOB IO OOECIEYCHHIO

0e30macHOCTH nepcoHanbHbIX qaHHBIX (IT1H).
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1 O61Me moJ10KeHu s
Hacrosmas Konnenus onpesenseT OCHOBHBIE IIEJH M 3aa4H, a TaK)Ke OOIIYI0 CTPATETHIO

MOCTPOCHHUS CUCTEMBI 3alIUTHI nepcoHanbHbIX NaHHBIX (C3I1/1H) Opranusanuu, B COOTBETCTBUU C

[Mepeunem UCIHJH. Konnenuus ompeaesnsieT OCHOBHBIE TpeOOBaHUS W 0a30BbIE MOAXOIBI K HX
peanuzanu, A JOCTHKESHHS TPeOyeMOoro ypoBHs 0€30MacHOCTH HH(POpMAIIHH.

C3I1/In  npencraBisger coOOH COBOKYITHOCTh OpPraHU3AIMOHHBIX W TEXHHYECKUX
MeponpuaTuii s 3amuTel [IJIH OoT HempaBoMepHOro WM ClIy4yalHOrO JOCTyHna K HUM,
YHUUYTOXKEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOMUpOBaHus, pacrnpoctpaHenus [1J{H, a Takxke HHBIX
HEIIPaBOMEPHBIX JACUCTBUN C HUMU.

be3omnacHocTh NEPCOHAIBHBIX JTAaHHBIX JIOCTUTaeTCA yTeM HCKJTFOYCHUS
HECAaHKI[MOHHUPOBAHHOIO, B TOM YHCJIE CIy4yalHOIO, JOCTyla K MEpPCOHAIbHBIM JaHHBIM,
pe3yIbTaTOM KOTOPOTO MOXKET CTaTh YHMUYTOXKEHUE, MU3MEHEHHE, OJNIOKUpOBaHUE, KOMHMPOBAHHUE,
pacnpocTpaHeHue NEPCOHAIBHBIX JAHHBIX, @ TAK)KE MHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBUM.

Crpykrypa, coctaB u ocHoBHble ¢yHkumu C3II[lH ompenensroTcs ucxoas W3 Kiacca
NCIIJn. C3II[x BkiIOYaeT OpraHU3allMOHHBIE MEpPbl M TEXHUYECKHUE CpEACTBA 3allUThI
uHpopmanuun (B ToM uucie mudpoBambHble (KpuUnTorpadUyecKue) CpeAcTBa, CpPelCTBa
NPEOTBPALICHUS HECAaHKIMOHMPOBAHHOTO JIOCTYINa, YTEYKH HH(POpPMAIMM MO TEXHHUYECKUM
KaHaJlaM, MPOTPAaMMHO-TEXHUYECKUX BO3JIEHCTBUI Ha TEXHUUYECKHE cpencTBa oopadotku [1/IH), a
Tak)Ke UCTOJb3yeMble B MHOPMAIIMOHHOHN crcTeMe HH()OPMAIMOHHBIE TEXHOIOTHUH.

OTH MepbI IPU3BaHbl 00ECTICUNTH:

- KOHpuAeHUMANbHOCTL  HMHQOpManMKu  (3amMTa  OT  HECAHKUHOHHUPOBAHHOTO
03HAaKOMJICHUS );

- HeJOCTHOCTh HH(pOpManuu (aKTyaJlbHOCTb U HENPOTUBOPEUMBOCTH HH(pOpMalLUHU, €€

3AIMUIICHHOCTE OT pa3pylmICHUS U HCCAHKIITMOHHUPOBAHHOT'O I/ISMCHGHI/ISI);
= HOCTYITHOCTD I/IH(I)OpMaI_[I/II/I (BOSMO)KHOCTB 3a MMPUCMIIEMOC BpEMs ITOJYUUTH Tpe6yeMy10

WH(OPMALIMOHHYIO YCIYTY).

Cranuu cozganus C3I1/IH BKIIOYAIOT:

- IpeANpOEeKTHAs CTaaus, BKIOYaromas mpeanpoektHoe obcnenoBanue MWCII/IH,

pa3paboTKy TEXHUYECKOTO (YaCTHOrO TEXHUYECKOT0) 3a/1aHus Ha €€ CO3/IaHuE;

- cTagusl MPOEKTUpOBaHUs (pa3paboTku mpoekToB) u peanu3anuu MCII/IH, BKIroUaromas

pa3pabotky C3I1/1x B coctae UCII/IH;
- cragus BBoAa B aeWcrteue C3I1/IH, BKiIrOYaromias OMBITHYIO IKCIUTyaTal[Ml0 U IPHUEMO-
C/IaTOYHBIC HCIIBITAHUS CPEACTB 3alIUThl MH(OpMaIu, a Takke oueHky coorBerctBus VCII/H

TpeOOBaHUSAM O€30MaCHOCTH MH(POPMAITHH.
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OpranuzanvoHHbIE MEpPHI MPEAYCMATPUBAIOT CO3JaHUE U TOMAJCP)KAHUE MPABOBOU 0a3bl
o6eszonacnoctu [IJlH u paspaboTky (BBEeIEHHE B JACHCTBHE) MPEAyCMOTPEHHBIX [loAMTHKOMN

uHdopmarnmonHoit 6e3omacHocty MICTIJIH ciienyronmx OpraHUu3allMOHHO-PACTIOPSANTEIBHBIX

JIOKYMEHTOB:

- [1nan Meponpusitrii o obecneyenuro 3amutel [11g npu nx oopadorke 8 UCIJIH;

- [1nan MeponpusTHIl 10 KOHTPOIIO oOecrieuennst 3amuThl [1J1H;

- [Hopsanok pesepBupoBanus U BoccranoslieHus padorocrnocodnoctu TC u 10, 6a3 TJaHHBIX

u C3U,;

- JlomxHOCTHAs HHCTPYKIINA agvuauctparopa  MCIIT/Ix B 4aCTu obecneyeHus

oesomacHoctu 118 npu nx odpadorke B UCII/H;

- JloJpKHOCTHAs MHCTPYKIMA aaMuHucTparopa 0esomnacaoctu UCIIH;

- JloiokHOCcTHAsE MHCTPYKIHUA noab3oBarens MCITJIH B yactu obecreyeHnss 0€30IaCHOCTU

I11x opu ux oopadorke B UCIJIH;

- MHcTpyKIMs Ha ciIydal BO3SHUKHOBEHHUS BHENITATHON CUTYAIIUH

= PGKOMGHZIaIII/II/I II0 HCHOJIb30BAHUIO IIPOTpaMMHBLIX MW alIlapaTHbIX CPCACTB 3allUThI

uH(pOopMaLUH.

TexHu4yeckue Mephl 3alllUThl PEATU3YIOTCS IIPU IIOMOIIU COOTBETCTBYIOLIUX IIPOrPAMMHO-
TEXHUYECKUX CPEICTB U METOOB 3alUTHI.
[lepeueHr HEOOXOOUMBIX Mep 3alUTHl HMHGOPMAIMU ONpEIeNseTcs M0 pe3yibTaraM

BHyTpeHHe# npoBepku 6e3omacHoctu UCTI/IH Opranuzaiuu.
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2 3apauu C3I1/In
OcHoBHo#t nienpto C3IIJIH sBsieTcss MUHUMU3AMKA yiiepOa OT BO3MOXKHOHN peau3aluu
yrpo3 6e3onacuoctu I1/1H.
Jlns  mocTHKeHUsT OCHOBHOW Iienu cucrema OesomacHoctu I1[In MCII[In  momkHa

obecrieunBath YHPEKTUBHOE pPelICHUE CISAYIONUX 3a/1a4u:

- 3alIMTYy OT BMemiarenabcTBa B mponecc GpynkunonupoBanuss MCIIIn nmocTopoHHUX HIl
(Bo3MOXkHOCTh ucmosnb3oBaHugs AC W JOCTym K ee pecypcaM JODKHBI HUMETh TOJBKO

3apCTUCTPUPOBAHHBIC YCTAHOBJIICHHBIM ITOPSAJAKOM HOHBSOB&TCJ’II/I);

- pasrpaHMuYeHue JOCTyla 3aperucTPUpPOBAHHBIX  IIOJb30BaTEJIed K  allllapaTHBIM,
IporpaMMHbIM U HHpopManoHHbIM pecypcam WCIIJIH (BO3MOXHOCTH AOCTYyNa TOJIBKO K TEM
pecypcam M BBIIOJHEHUS TOJbKO TEX Olepaluid ¢ HUMH, KOTOpble HEOOXOIMMbI KOHKPETHBIM
nosab3oBarensiM MCII/IH U1l BBIIOTHEHUST CBOMX CIYXEOHBIX 005S3aHHOCTEH), TO €CTh 3aLIUTY OT

HECAHKIIMOHUPOBAHHOTO JOCTYHA:
a) k uapopMaruu, mupKymupyromei B MCI{x;
0) cpencrBam BerMcIMTENBHOM TexHUKU MCITH;
B) anmapaTHbIM, I[POrPAMMHBIM M KPUNTOrpaQUYeCKUM CpPEACTBAM  3alllUThI,
ucnoabszyembiM B UCTI/TH;

- PErUCTpanyIo JCHCTBUN IOJIB30BATENIEd IIPU HCIOIB30BAHMM 3AIIMIIAEMBIX PECYPCOB
HUCTI[IH B cuCTeMHBIX >KypHajaX U TIEPUOJUYECKHII KOHTPOJIb KOPPEKTHOCTU JAEWCTBUN
II0JIB30BATENICH CUCTEMBI ITyTEM aHAJIM3a CONEPKUMOTO ITUX KYPHAIIOB;

- KOHTPOJIb LIEJIOCTHOCTH (0OecrieueHre HEM3MEHHOCTH) Cpeibl UCIIOTHEHHS TPOrpaMM U ee
BOCCTaHOBJICHHUE B ClIy4ae HapyLICHUS;

- 3aIIMTY OT HECAaHKIMOHMPOBAHHOW MOAMU(PHUKALMU U  KOHTPOJb  IIEJIOCTHOCTH
ucnonezyembix B WCIIJIH mporpaMMHBIX CpEACTB, a TakXe 3alllUTy CUCTEMBbI OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX MIPOIPaAMM;

- 3amuTy IIJ[H OT yTeukM MO TEeXHUYECKUM KaHajlaM INpu ee o0paboTKe, XpaHEHHH U
repeaade 1o KaHajaaM CBS3H;

- 3ammurty [1/lH, Xpanumoii, oOpabaTeiBaeMOil ¥ TiepeqaBaeMOil MO KaHajgaM CBS3H, OT
HECaHKLMOHUPOBAHHOIO PA3TJIAIIECHUS NN UCKAKEHUS;

- obecrieueHue JKMBYYECTH KPUNTOrpaUUecKUX CpelICcTB 3allUThl HH(QOpMALUH IpH
KOMITIPOMETAIMHN YaCTH KIFOYEBON CUCTEMBI;

- CBOEBPEMEHHOE BBISIBIIEHUE MCTOYHUKOB yrpo3 Oe3omnacHoctu [1JIH, npuunH U ycloBuUH,
CIOCOOCTBYIOIIMX HaHECeHWI0 ymiepOa cyowbektam IIJ[H, co3maHue MexaHW3Ma OIEpPaTUBHOTO

pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTuBHBIE TEHICHITN;
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= CO3JaHHUC yCJIOBHfI JJId MHHUMHA3AIIUM MW JIOKAJIU3allud  HAaHOCHUMOI'O YH_[CPGa
HCIIPaBOMCPHBIMU ,[[GIZCTBHHMPI (I)I/I3I/IHCCKI/IX U HOPUIUYCCKHUX JIWII, ociabieHre HEraTHBHOI'O

BIIUSTHUS ¥ IMKBHUIAIUS TIOCTICICTBUN HapylieHus 6e3onacuHoctu [1/1H.
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3 O0BbeKThI 3a1UTHI
3.1 Mepeyens uHPOPMALMOHHBIX CHCTEM
B  Camapckom obGmactHOM ¢oHAE MHUKPO(DUHAHCHPOBAHMS TPOU3BOJIUTCA 00pabOTKa
MEPCOHAIBHBIX JIAHHBIX B HWH(OPMAIIMOHHBIX CHUCTEMaxX OOpaOOTKH TEPCOHANBHBIX JIaHHBIX
(UCITOn).

ITepeuenr UCII[IH ompepensiercs Ha ocHoBaHMM OT4YeTa MO pe3yibTaTaM BHYTPEHHEH

IIPOBEPKH.

3.2 Ilepeuenn 00bEKTOB 3aLIUTHI
OO6BbEKTaMHU 3aIUTHI ABISAIOTCA — HHpopManus, oopadaTsiBaemas B UICIT/IH, 1 TeXHUYECKHE
cpescTBa ee 0OpabOTKM M 3amUTHL. IlepeueHb NMEpCOHANBHBIX JAHHBIX, MOIEKAIIUE 3aIHTE,

onpenesneH B [lepeune nepcoHaNbHBIX JaHHBIX, Hoexkamux 3amure B UCTI/I.

OOBEKTHI 3alUTHI BKIIOYAIOT:

1) O6pabarsiBaemas HHPOPMALIHS.

2) Texuonorudeckas HHMOPMAIHS.

3) IporpaMMHO-TeXHHYECKHE CPECTBA 0OPAGOTKH.

4) Cpenctsa 3amutsi [T/JH.

5) Kanansl uH(OpMAaIIMOHHOT0 0OMEHA U TeNeKOMMYHHKAIIIH.

6) O6beKTH 1 TOMEIIEHH S, B KOTOPBIX pasMerieHsl kommonenTsl MCTI/Ix.

16


file:///C:/Users/Алексей/Desktop/ПДн/ПДн/ПДн/типовые%20формы/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
file:///C:/Users/Алексей/Desktop/ПДн/ПДн/ПДн/типовые%20формы/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
file:///C:/Users/Алексей/Desktop/ПДн/ПДн/ПДн/типовые%20формы/Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc

4 Knaccudukamus noab3zoateneit UCIIIn

[Tonmp3oBarenem MCII[IH sBaseTcs U0, YydYacTBymoIiee B  (DYHKIIMOHHMPOBAHUU
MH(OPMALIMOHHONW CHUCTEMbl MEPCOHAIBHBIX JIAHHBIX WM HCIOJNB3YIOIIee pEe3yabTaThl ee
¢ynkunonupoBanusi. Ilonp3oBarenem WCII/IH sBasercs moOoi  corpyanuk OpraHusanu,
umerommit goctyn k MCIIJIH u ee pecypcam B COOTBETCTBUU C YCTAHOBJIEHHBIM IOPSAKOM, B
COOTBETCTBUHU C €r0 (PYHKIHOHAIBHBIMHU 00513aHHOCTSMHU.

ITonwzoBarenu UCII/IH nenstcst Ha TP OCHOBHBIE KATETOPUU:

1) Anvunuctpatrop UCIJIn.  Cotpyauuku  OpraHu3aldd, KOTOpbIE —3aHMMAIOTCA
HACTPOWKOHM, BHEIApPEHHEM WU COINpOBOXIAeHHEM cucTteMbl. Aamuuucrparop MCII[In oGmagaer
CJIEIYIOIIMM YPOBHEM JIOCTYIIA!

- obmajaer monHOW MH(OpManMeld O CUCTEMHOM U MPHUKIAJHOM IPOrpaMMHOM
ob6ecnieuenun UCII/H;

- obmajgaer monHOW WH(pOpMalMeld O TEXHHUYECKHUX CpPEeICTBaX M KOH(MUTyparuu
NCIIn;

- IMEeT JOCTYI KO BCEM TEXHHYECKHM CpelcTBaM 00padoTKu WHGPOpPMALUU U
nauubiM UCTI/IH;

- o0najaeT mpaBaMM KOH(UTYpHpPOBaHUS W aJIMUHHCTPATUBHOM HACTPOHKH
texHuueckux cpeacts MCII/H.

2) Hporpammuct-paspaborunx MCIIJIn. Corpyasuku OpraHM3alid MM CTOPOHHHX
OpraHu3aliii, KOTOpble 3aHUMAIOTCS pPa3pabOTKOM mporpamMMmHOro obdecneueHus. Pa3paboTumk
WCTI/Ix o6namaeT cneayonuM ypoBHEM JOCTYyTA!

- obnagaer nHdopmanuel o6 anropuTMax U mporpammax o0paboTKH MHPOpMAIIH
Ha UCI1/IH;

- o0ajaeT  BO3MOXHOCTSMHU  BHECEHUS ~ OLIMOOK,  HEAEKJIapUpPOBAaHHBIX
BO3MOXXHOCTEH, MpPOrpaMMHBIX 3aKJIaJl0OK, BPEAOHOCHBIX IPOrpaMM B MPOrpaMMHOE
obecnieuenne MCII/Ix Ha ctanuu ee pa3pabOTKH, BHEAPEHHS U COITPOBOXKICHHUS;

- MOXeET pacmojiarath Jro0siMu (hparmeHTamu uHpopMmaruu o tonojorun UCIIAx

U TEXHMYECKHX cpecTBax 00padoTku u 3amuThl [1]]H, o6padaTsiBaembix B UCII/IH.

3) Oneparop MCIIIn. CoTpyanuku mojpasieieHnii OpraHus3aliy yd4acTBYIOIIMX B
nporecce skcruryatanuu UCIIIa. Oneparop UCII /I obnagaeT crieayronumM ypoBHEM JOCTYIIA:

- obnmajaeT BceMH ~ HEOOXOAMMBIMU  aTpuOyramu  (HampuMmep, Mapojem),

00eCTeynBarOIUMH JTOCTYI K HEKOTOPOMY NMOAMHOKeCTBY 11/1H;

- pacnojiaracTt KOH(bI/I,HeHL[I/IaJIBHBIMI/I AaHHbIMH, K KOTOPBIM UMCCT NOCTYII.
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Kareropun monp3oBateneit 1OKHBI ObITH onpenenens! s kax o UCITx. JomkHo ObITh
YTOUYHEHO Pa3/eICHUE COTPYAHUKOB BHYTPH KaTErOpHUid, B COOTBETCTBUU C TUIIAMH IOJIb30BaTEIEH

OIIpCACIICHHBIMU B [NonuTHke HHd)ODMaHHOHHOﬁ 0€30IaCHOCTH.

Bce BuIABICHHEIC I'PYIIIIbL I1OJIB30BaTEIICH OTpaXaroTCsad B OTtyere Mo pe3yapTaTaMm

BHyTpeHHel npoBepku. Ha ocHoBanum Ortuera omnpenenstoTcs MpaBa JOCTyHa K 3JIE€MEHTaM

WCTI[Jn st Bcex rpymn nosib3oBaTenell u oTpaxarorcss B Marpuie noctyna B [lonoxeHuu o

pas3rpaHM4YCHUM IIpaB AOCTYIIA K 06Da6aTBIBa€MBIM INEPCOHAJIbHBIM JaHHBIM.
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5 OcHOBHBIE NIPUHIMUIIBI MOCTPOEHUSI CHCTEMbI KOMILJIEKCHOM 3a1IUTHI HH(oOpManuu
IToctpoenue cucrembl obecnedeHusi OezomacHoctu [/l WMCIIJIn Opranuzamuum u ee
(GYHKIIMOHUPOBAHKUE JOJDKHBI OCYIIECTBISITBCSI B COOTBETCTBUU CO CJEIYIOIIMMHU OCHOBHBIMHU

MPUHLIUTIIAMH
- 3aKOHHOCTb;
- CUCTEMHOCTBb;
- KOMIUIEKCHOCTb;
- HENPEPBIBHOCTb;
- CBOEBPEMEHHOCTb;
- IIPEEMCTBEHHOCTb U HEMPEPBIBHOCTH COBEPILICHCTBOBAHUS,
- IIEPCOHAJIbHASI OTBETCTBEHHOCTD;
- MUHUMH3ALHUS TOJIHOMOYU;
- B3aMMO/JICHCTBUE U COTPYAHUYECTBO;
- THOKOCTH CHCTEMBI 3aIlUTHI;
- OTKPBITOCTh aJITOPUTMOB U MEXAHU3MOB 3aIUTHI;
- IPOCTOTa IPUMEHEHUS CPEICTB 3ALIUTHI;
- Hay4YHast 000CHOBaHHOCTh U TEXHUYECKAs PEaIN3yeMOCTbh;
- crenuanu3anus U mpopecCuOHANINU3M;

- 00513aTEeNBHOCTH KOHTPOJIA.

5.1 3akonnocrn
[Ipenmonaraer OCYIIECTBICHHE 3alUTHBIX MeponpustTuii u  paspaborky C3II1n
Opranu3anuu B COOTBETCTBUU C JEHCTBYIOIIUM 3aKOHOJIATEIHCTBOM B 0OyacTu 3amuthl [1J[H u
IpPYTMX HOPMATHUBHBIX aKTOB TO Oe30macHOCTH HWHGMOpMalUU, YTBEPKACHHBIX OpraHaMu
roCyJapCTBEHHOM BIACTH U YIPaBJICHUS B MPEAEIIaX UX KOMIETEHIUH.
[Tomp3oBarenn u obcmyxuBaromuii iepcoran [11ax MCIIJIn Opranau3anuu J0IXKHBI OBITH
OCBEIOMJICHBI O TIOpSJIKE PabOTHI C 3amuiaeMoil nHpopmalmein 1 00 OTBETCTBEHHOCTH 3a 3alTUTHI

IT]1n.

5.2 Cucremnocrn
Cucremublii moaxoa k mnoctpoenuto C3II[IH Opranuzamuu mnpeanoyiaraer y4eT BCex
B3aMMOCBSI3aHHBIX, B3aUMOJEHCTBYIONIMX W M3MEHSIOIIMUXCA BO BPEMEHHU AJIEMEHTOB, YCIOBUU H
(GakTOpOB, CYIIECTBEHHO 3HAYMMBIX [JJIs TMOHUMAaHHS W pEUICHHs MpoOJieMbl 00OecredeHs

oe3omacuoctu [1/n UCIT[dx Opranuzammm.
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[Tpu co3maHny CUCTEMBI 3AIIUTHI TOJKHBI YUUTHIBATHCS BCe claldble U Hanbosee ys3BUMBbIC
MmecTta cucteMbl 00paboTku [1/1H, a Takke xapakrep, BO3MOKHBIE OOBEKTHI U HAlIPABJICHUS aTaK Ha
CUCTEMY CO CTOPOHBI HapyuuTeneil (0coOOEHHO BHICOKOKBATU(DHUIIMPOBAHHBIX 3JI0YMBIIUIEHHHUKOB),
NyTH TPOHUKHOBEHHUS B pacrpenencHHble cucteMbl 1 HCJl k mHbopmanuu. Cucrema 3alIUThI
JIOJKHA CTPOUTBHCS C Y4ETOM HE TOJbKO BCEX HM3BECTHBIX KaHajoB NpoHukHoBeHus M HCJl k
uH(pOpPMAaLIUHU, HO M C YY€TOM BO3MOKHOCTH TOSBJICHUS IPUHIIUIHNAIHHO HOBBIX YT peann3aiun

yrpo3 06e30MacHOCTH.

5.3 Kommiekcnocts

KommuiekcHoe MCronb30BaHUE METOJOB M CPEACTB 3alUTHI NIPEAINOIATracT COIIaCOBAaHHOE
IPUMEHEHUE PAa3HOPOJIHBIX CPEICTB IPU IOCTPOCHUM LEJIOCTHOW CHUCTEMBl  3alUTHI,
HEepEeKphIBAIONIECH BCE CYLIECTBEHHBIE (3HAYMMBbIC) KaHAJIbl pealu3allliyd Yyrpo3 U He cojepialieit
cJ1a0bIX MECT Ha CThIKaX OTJENbHBIX €€ KOMIIOHEHTOB.

3amura JOKHA CTPOUTHCS SILEIOHUPOBAHO. [ KaXkj0oro KaHaia yTeuykd HH(pOpMaluu U
JUISL KaXJ0W yrpo3bl O€30MaCHOCTH JIOJKHO CYIIECTBOBATh HECKOJBKO 3alllUTHBIX PYOEKEH.
Co3nanue 3alUTHBIX PYOEkKeH OCYIIECTBISIETCS C YYETOM TOTO, YTOOBI Ui WX IPEOAOJICHUS
HOTEHIMAJIBHOMY 3JI0YMBIIIJIEHHUKY TpeOOBaUCh MPO(ECCHOHAIbHbIE HABBIKU B HECKOJIBKHX
HEB3aUMOCBS3aHHBIX 00JIACTSIX.

Buemnss 3amuTa JOJKHA o0ecreunBaTbCs (buznueckuMu CpelICTBaMH,
OpraHM3al[MOHHBIMM W TpPaBOBBIMM Mepamu. OpHuM U3 HauOoliee YKpEIUIEHHBIX pyOexei
NpU3BaHbl OBITH CPENCTBA KPUNTOrpaUyecKod 3allMThl, PEaTU30BAHHBIE C HCIOJIb30BAHUEM
texHonorun VPN. IlpuxiagHolt ypoBeHb 3allMThl, YYUTHIBAIOIIMN OCOOEHHOCTH MpEeAMETHON

o0yacTu, Ipe/ICTaBIsIeT BHYTPEHHUN PYOeK 3alUThI.

5.4 HenpepobiBHocTb 3ammThl I1/1H

3amura [IJ[H — He pa3oBoe MepoONpHUsITHE M HE MPOCTasi COBOKYIMHOCTh MPOBEIEHHBIX
MEPOIPUATHI U YCTAHOBJIEHHBIX CPEACTB 3alUThI, 4 HEMPEPHIBHBIN LIEJICHANIPABIECHHbBIN IIPOLECC,
MIPEATONIATAOIINH IPUHITHE COOTBETCTBYIONIMX MEP Ha BCeX ATamnax >ku3HenHoro mukia UCIIx.

NCIIIH mom&HBI HAXOAUTHCA B 3alIMIIEHHOM COCTOSHUHU HA MPOTSXKEHUU BCErO BPEMEHHU
X (YHKIIMOHUPOBaHMs. B COOTBETCTBUU C 3TUM MPUHIIUIIOM JOJDKHBI MPUHUMATHCS MEPHI MO
HenponyuieHuto nepexona UCII/IH B HE3aUUIIIEHHOE COCTOSIHUE.

BonpmmHCTBY (HU3MUYECKHMX ¥ TEXHUYECKHUX CPEACTB 3amuThl IS 3((PEeKTUBHOTO
BBITIOJIHEHHST CBOMX (YHKIMK HE0oOXoJauMa TIOCTOSHHAS TEXHWUYECKas M OpraHWU3alMOHHAs
(amMUHUCTpATUBHAs) TIOJAEPKKA (CBOEBpEMEHHAs! CMEHA U 00eCIIeUeHHe MPAaBUILHOTO XpaHEHUS U
NPUMEHEHUS WMEH, Mapojieil, kioued mudpoBaHus, MepeornpeneieHne MOJIHOMOYHN H T.IL.).
[lepepriBbl B paboTe CpPEACTB 3aLIUTHl MOTYT OBITh MCIIOJNB30BAHBI 3JI0YMBIIIJICHHUKAMHU IS

aHajIn3a NpUMCHACMBIX MCTOAOB U CPCACTB 3aIIUThI, JJId BHCAPCHUA CIICHUATIBHBIX ITPOrpaMMHBIX
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U ammapaTHbIX "3aKiIaZok" M APYrUX CPEICTB IMPEOJOJIEHHS CHCTEMbI 3allluThl IOCIe

BOCCTaHOBJICHHUS €€ (DYHKIIMOHUPOBAHHUS.

5.5 CBoeBpeMeHHOCTh

[Ipenmonaraer ympexxgarouiuii xapakrep mep obecrnedenus: 6e3omacHoctu I1/[H, To ecTb
MOCTAaHOBKY 3amady 1o KoMmiuiekcHod 3ammrte MCII[lH m peanmzanmmio mep obecriedeHus
oe3omacuoct I1/IH Ha panHux cramusx paspaborku MCIIJIH B 1eIoM U €€ CHUCTEMBI 3aIIUThI
uH(pOpMaliH, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIUThl JOJKHA BECTUCH MapalljIeNIbHO C pa3paboTKON U pa3BUTHEM
caMOl 3aIMIIaeMOl CHCTEMBL. JTO TMO3BOJUT Y4YecThb TpeOOBaHUS O€30HaCHOCTH TpHU
NPOCKTHPOBAHUN APXUTEKTYPhl M, B KOHEYHOM cdYeTe, co3naTh Oonee 3¢ ¢dexkTuBHBIC (KaK II0

3aTparaM peCypCOB, TaK U 11O CTOﬁKOCTH) 3allIUIIICHHBIC CUCTCMBI.

5.6 IpeeMCcTBEHHOCTD M COBEPLIEHCTBOBAHNE
[IpeamonararoT MOCTOSIHHOE COBEPIIEHCTBOBAHUE MEP U CPEACTB 3allIUTHl MHPOPMALIUK HA
OCHOBE IPEEMCTBEHHOCTU OPraHU3allMOHHBIX M TEXHUYECKHUX pEIICHUH, KaJpoBOrO0 COCTaBa,
ananmu3a ¢yHkunonuposanus WCII/IH 1 ee cucTeMBbl 3allUTHl C Y4ETOM M3MEHEHUH B METOAAX U
cpeAcTBax ImepexBara MH(OpManUM, HOPMATHUBHBIX TpeOOBaHUI MO 3allUTe, JAOCTUTHYTOI'O

OTCYCCTBCHHOI'O 1 SapY6C)KHOl"O OIIBITA B 3TOM 00JaCTH.

5.7 TepconanbHasi OTBETCTBEHHOCTD
[IpeamnonaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecredenue OesomacHocTd IIJ[H u
CHCTEMBI UX 0OpabOTKH Ha KaXJI0TO COTPYAHMKA B MPEAEax ero MoJHOMOYHMi. B cooTBETCTBHH ¢
STHM NIPMHIMIIOM PACTIPECIEHHE TIPaB M O0S3aHHOCTE COTPYIHUKOB CTPOUTCS TaKMM OOpa3oM,
9qroOBI B CiIydae JIFOOOT0 HapyIleHHs KPYr BHHOBHHUKOB OBUI YETKO HM3BECTEH WJIM CBEIEH K

MUHHMYMY.

5.8 MpuHnun MEHUMHU3AMH TT0JHOMOYHI
O3Hauaet npeocTaBIeHNE OIB30BATEISIM MUHUMAIIBHBIX TPaB JIOCTYIa B COOTBETCTBUH C
MIPOU3BOJICTBEHHOW HEOOXOAMMOCTHIO, Ha OCHOBE IPUHIIMIIA «BCE, YTO HE pa3pelieHo,
3aIperieHo.
Hoctyn x II/lH momkeH MpenoCTaBIATHCA TOJBKO B TOM CiIy4ae U OObeMe, €ClH 3TO

HCO6XOI(I/IMO COTPYAHUKY IJISA BBIIIOJITHCHUA €TI0 NOJIZKHOCTHBIX 00s13aHHOCTEHA.

5.9 BsanmopneiicTBHE U COTPYAHHYECTBO

[Ipennonaraer co3naHue OnaronpusTHOM aTMmocdepbl B KOJUJIEKTHBAX IOJAPa3/elIeHUH,
obecneunBaromux  gesrensHocth  MCII[IH  Opranuzanuu, A CHUXKEHHS  BEPOSTHOCTHU

BO3HHUKHOBCHHUA HCTaTUBHBIX ,Z[GflCTBHfI CBA3aHHBIX C YCJIOBCUYCCKHUM (paKTOpOM.
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B Takoif 06cTaHOBKE COTPYIHHUKH JTOJKHBI OCO3HAHHO COOJIIOIaTh YCTAHOBJICHHBIE TIPaBUIIA

1 OKa3bIBaTb COI[GIZCTBPIC B ICATCIIbHOCTHU HO,Z[pa3,Z[eJIeHI/II71 TEXHUYECKOM 3alIUThI I/IH(l)OpMaI_II/II/I.

5.10 I'mdxocts cucrems! 3amutel I/

[IpuHATbIE MEPBI M YCTAHOBJIEHHBIE CPEJCTBA 3allUTHI, 0OCOOEHHO B HAYAJIBHBINA MEPHOJ UX
SKCILTYaTallud, MOTYT 00ecleunBaTh KaK Ype3MEPHBIHA, TaK M HEJOCTATOUYHBIA yPOBEHb 3allUTHI.
Jlnst obecreyeHusl BO3MOKHOCTH BapbUPOBAHUS YPOBHEM 3alIUIIEHHOCTH, CPEACTBA 3aIIUThHI
JOJKHBI 0071a/1aTh OnpesieeHHON rTHOKocThIo. OCOOEHHO BaKHBIM TO CBOMCTBO SIBJISIETCA B TEX
cilydasX, KOIJa YCTAaHOBKY CPEJICTB 3aIlUTHl HEOOXOMMMO OCYIIECTBIATh HA PabOTaIONIyIO

CHCTEMy, He Hapyllas Ipolecca ee HOpMaJIbHOTrO (PyHKIIMOHUPOBAHUSI.

5.11 OTkpbITOCTH ANTOPHTMOB H MEXAHH3MOB 3ALIUThI
CyTh TpHHIUIA OTKPBITOCTH aJTOPUTMOB U MEXAaHHU3MOB 3alllUThl COCTOUT B TOM, YTO
3alIMTa HE JO0JDKHA 00ECIeUMBATHCS TOJBKO 32 CYET CEKPETHOCTH CTPYKTYPHOH OpraHu3aiud U
AITOPUTMOB ()YHKITHOHUPOBAHHUS €€ IMOJCUCTEM. 3HAHUE AITOPUTMOB paOOTHI CUCTEMBI 3alTUTHI HE
JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ MpeojosieHus (gaxke aBropam). OIHaKO, 3TO HE O3HAYAET, UTO

uH(pOpMaIKs 0 KOHKPETHOW CUCTEME 3aIlUThI JOJKHA OBITH 00IIEAOCTYITHA.

5.12 IIpocToTra npuMeHeHHsI CPeICTB 3AMThI

MexaHu3Mbl 3aIUTHl JOJKHBI ObITh MHTYUTHBHO TMOHSTHBI M MPOCTHI B UCIOJIb30BAHUU.
[IpumMeHeHue CpeICTB 3aIUTH HE JOJKHO OBITh CBSI3aHO CO 3HAHWEM CIEIUATBHBIX S3BIKOB WJIH C
BBIMIOJTHEHUEM JIUCTBUN, TpeOYyIOMUX 3HAYUTENbHBIX JOMOJHUTEIBHBIX TPyH03aTparT MpHU
00OBIYHOI paboTe 3aperucTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSIKOM TOJB30BaTEleH, a TakkKe He
JOJIKHO TpebOBaTh OT MOJIB30BATENS BBINOJIHEHUSI PYTUHHBIX MAJIOTIOHSATHBIX €My OIeparnuii (BBOI
HECKOJBKHUX TMapoJield U UMEH U T.J1.).

JlomKHa HOCTUTaThCsA aBTOMATH3allMs MAaKCUMAaJIbHOTO 4YMCila JASWCTBUM MOIb30BaTeleh U

agmuauctparopos UCII/IH.

5.13 Hayunasi 060CHOBAHHOCTb H TEXHHYECKAs PeAJH3yeMOCTh

WMHpopMannoHHbIE TEXHOJIIOTUH, TEXHHYECKHE U TPOrPaMMHEBIE CPENICTBA, CPEICTBA M MEPHI
3alIMThl WHPOPMAIIMU JTOJDKHBI OBITh pEaTM30BaHbI HA COBPEMEHHOM YPOBHE Pa3BUTHS HAyKH U
TE€XHUKH, HAy4YHO OOOCHOBaHBI C TOYKH 3pPEHMS JOCTHKEHMS 33JaHHOTO YpPOBHSA 0€30IacHOCTH
UHPOpPMALlMM U JIOJDKHBI COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpPMaM M TpeOOBaHUSAM IO
6e3onacuoctu [1]1H.

C3I1n nomxkHa OBITh OPUEHTHUPOBAaHA HAa PELICHUS, BO3MOXKHBIE PUCKU ISl KOTOPBIX U
Mepbl MMPOTUBOJICHCTBUS STUM PHCKAaM IMPOILIN BCECTOPOHHIOI TEOPETUYECKYIO U MPAKTUYECKYIO

IPOBEPKY.
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5.14 Cnenmnanuzanus u npogeccHOHAIN3M
[IpeamonaraeT IpuUBJEYEHHE K pa3pabOTKe CPEACTB M pealu3aldd Mep 3allUThI
MH(OPMALMK CHELUATH3UPOBAHHBIX OPraHM3aluii, Haubojee MOATOTOBIEHHBIX K KOHKPETHOMY
BUJLY JIESATENLHOCTHU MO oOecreyenuio 6e3onacHocty I1JIH, MMEIOMUX OIBIT IPaKTHUeCKOi paGoThl
M TOCYJapCTBEHHYIO IIMIEH3MIO Ha INpPaBO OKa3aHUs yCIyr B 3TOH oOnacTH. Peanusamus
AIMUHHUCTPATHBHBIX MCEp 158 OKCILTyaTauus CpCACTB 3alIUTHI JOJI’)KHA OCYHICCTBIIATHCA

HpO(l)eCCI/IOHaJ'IBHO IOAroTOBJICHHBIMHU CIICHHHAIMCTaMH OpFaHI/ISaHI/II/I.

5.15 O6s3areabHocTh KOHTPOIIS

[Ipeanonaraer 0043aTelILHOCTh U CBOEBPEMEHHOCTDH BBISBICHUS M IIPECCUEHMS MOMBITOK
HapyIIeHUs YCTAHOBIEHHBIX MpaBMl obecreyenus GezomnacHocTu I1JIH HAa OCHOBE HCIOJIB3YEMbIX
CHCTEM U CPEJICTB 3allUThl MH(YOPMAIIMHU NP COBEPLICHCTBOBAHUM KPUTEPUEB U METOJIOB OLCHKH
3 )EKTUBHOCTH 3TUX CHCTEM U CPEJICTB.

KOHTpOJIb 3a JEATENBHOCTBIO JIOOOrO TONMB30BaTeNs, KakIOTO CPEACTBA 3alllUTH M B
OTHOIIEHUH JIF0OOTr0 00BEKTa 3aAIIUTHI JOKEH OCYIIECTBIATHCSA HA OCHOBE HPMMEHEHHUS CPE/CTB
ONepaTHBHOIO KOHTPOJISA U PETUCTPAMK M 0JKEH OXBaThIBATh KAK HECAHKIIMOHUPOBAHHBIE, TAK U

CAHKIIMOHHUPOBAHHBIC HeﬁCTBHH MOJb30BaTEeNCH.
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6 Mepbl, MeTOABI M CPeACTBA 00ecneyeHusi TpedyeMoro YpoBHs 3alMIEHHOCTH

ObGecnieuenne TpeOyeMOro YpOBHS — 3alUIIEHHOCTH JOJKHOCTH — JOCTHUTaThCsi  C
UCIIOJIb30BaHUEM MEp, METOJIOB U CpelCTB Oe3omacHOCTH. Bee mepbl obecnieuenus 6€30MacHOCTH
NCTIIx noxpasaenstores Ha:

- 3aKOHOJIaTeNIbHbIE (IIPaBOBbIE);

- MOpPAJIbHO-3TUYCCKHUC,

OpraHMU3alOHHbIE (aIMUHUCTPATUBHBIE);
- (pusnueckue;

- TeXHUYECKUE (anmnapaTrHbie U MIPOrpaMMHbIE).

[Tepeuens BEIOpaHHBIX Mep oOecTieueHUs 0€30IIaCHOCTH oTpakaeTrcs B [laHe MeponpusTuii

10 00eCcIeYEHUIO 3aIIUThI ICPCOHAJIbHBIX JAHHBIX.

6.1 3akononarenbHbie (IPABOBbIE) MEPbI 3AIMATHI

K 1npaBoBbIM MepaMm 3alUTBl OTHOCATCS JCHCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThl, perjiaMeHTHpyolme npasuiaa odpamenus ¢ I1JIH, 3akperuistionue npasa u
00s13aHHOCTH YYaCTHUKOB HH(OPMALIMOHHBIX OTHOUIEHMH B Ipoliecce €€ o00paboTku U
UCIIOJIb30BaHUs, a TAK)K€ YCTAHABIIMBAIOIINME OTBETCTBEHHOCTh 3a HApPYIIEHHS 3TUX IpaBHII,
IPEMATCTBYS TEM CaMbIM HEMPAaBOMEPHOMY MCNOIb30BaHuIo [1/IH 1 ABIsIOIMECS CAEPKUBAIOLIUM
(bakTOpOM /IS MOTEHLIUAIBHBIX HAPYIIUTENEH.

[TpaBoBbIE MEPHI 3aLIUTHI HOCST B OCHOBHOM YIPEKIAIOIINMA, MPOPUIAKTUYECKUIN XapaKTep
U TpeOYyIOT MOCTOSHHON pa3bACHUTEIBHONW pPabOTHl C MOJB30BATENSIMH M OOCITYKHUBAIOIIUM

MEepCcoHAJIOM CUCTCMBI.

6.2 MopajibHO-3THYeCKHE MepPbl 3aIIUThI

K MOpPaJbHO-3TUYCCKUM MEpaM OTHOCATCA HOPMBI IMOBCACHUA, KOTOPBIC TpaaJUIMOHHO
CIIOKWINCh WINM CKJIQJBIBAIOTCA MO Mepe pacmnpocTtpaHeHuss OBM B crtpane unu obmiectBe. JTH
HOPMBI OOJIbIIEH YacThlO HE SBJISIOTCS O00S3aTeNbHBIMU, KaK 3aKOHOJATENBHO YTBEpKICHHBIE
HOPMAaTHBHBIE aKThl, OJTHAKO, UX HECOOIIOCHNE BEeJIeT OOBIYHO K MaJICHUIO aBTOPUTETA, IPECTHIKa
YCJIOBCKA, I'PYIILI JIMI WA OpraHHU3allvuu. MOpaHBHO-BTI/I‘IeCKI/Ie HOPMBI OBIBAIOT KaK HEMUCaHbIE
(Hampumep, oOIIenpU3HAaHHbIE HOPMBI YECTHOCTH, MAaTPUOTH3MA U T.II.), TaK U MHUCAHBIE, TO €CTh
oopMIIeHHbIE B HEKOTOPBIN CBOJI (YCTaB) MPABUII WIIM IPEANUCAHUM.

MopallbHO-3TUYECKHE MEpbl 3alllUThl SABIAIOTCA NPOQMIAKTUYECKUMU U TpeOyroT
IOCTOSIHHOM  paboThl MO CO3JaHHUIO 3J0POBOTO MOPAJIBHOIO KIMMara B  KOJUIEKTHBAX
noapasneneHuil. MopanbHO-3THYECKHE MEpbl 3alUThl CHUXKAIOT BEPOSITHOCTh BO3HUKHOBEHUS

HETaTUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.
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6.3 Opranusannonnbie (aAMAHAUCTPATHBHBIE) MePbI 3aLIHThI
Opranu3aldoHHble (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTHI - 3TO MEPhl OPTraHU3AIMOHHOIO
Xapaktepa, periaMmeHtupyrommue mnpouecchl (yHkuuonupoBanus WCII[IH, wucnonb3oBaHue
pecypcoB  UCII[IH, naesaTeNnbHOCTh OOCTYXHBAIOIIETO IIEPCOHANa, a TakkKe IOPSA0K
B3amMojeiicTBusl monb3oBareneit ¢ MCIIJIH Takum oOpa3om, 4ToObl B HAWOOJBIICH CTENEeHU
3aTPYAHUTH WA UCKIIIOUUTh BO3MOXXHOCTh pealiu3alluu Yrpo3 0€30MacCHOCTU WIM CHU3UTH pa3Mep
MIOTEPH B CIIy4ae UX peallu3aluu.

I'nmaBHas oCJIb aAMUHUCTPATUBHBIX MEP, NPEANIPUHUMACMBIX HA BBICIIEM YIIPaBJICHYECKOM

ypoBHEe — cdopmupoBarh llonuTuky wuHpopManmonHou Oe3omacHocTu [I/IH (oTpakaromuryro
MOJXO/IbI K 3alIUTe HHPOPMALIUN) U 00ECTIEYUTh €€ BBIMIOJIHEHUE, BBIIEISISI HEOOXOMMBIE PECYPChI
Y KOHTPOJIUPYSI COCTOSTHUE JEII.

Peanuzamnus [lonutuku undopmanronnoii 6e3onacHoctu [1/1n 8 UCIIIH cocToaT uz mep
aIMUHHCTPATUBHOTO YPOBHS U OPTaHU3ALMOHHBIX (IIPOLIEYPHBIX) MEP 3aIIUTH HHPOPMAIIHIH.

K aIMHHHCTpaTUBHOMY YPOBHIO OTHOCSATCS PELIECHUS PYKOBOJCTBA, 3aTParduBarOIIKE
nestenbHocTh MCII[IH B nenom. Otu pemieHust 3akperuisitoress B [lonutuke nHbopMannoHHON

6e3omacHocTH. [IpuMepom TakuX peneHuit MOryT ObITh:

- IPUHATUE peleHUs O (QOPMUPOBAHUU WIHM TEPECMOTPE KOMIUIEKCHONH MPOrpaMMBI

obecneyeHns: 6€30aCHOCTH HI[H, OIIpCACIICHUC OTBECTCTBCHHLIX 3a €€ PCaJIn3alliio;

- (popMynupOBaHUE LIEJIEH, TOCTAaHOBKA 3a/1a4, ONpee/IEHUE HAIIPABJICHUHN JIEATEIbHOCTH B

obnactu 6e3onacuHoctu [1]1H;

- IPUHATUE pELIEHUI MO BOIpOCaM peaJu3aldyd MpOorpaMMbl O€30MaCHOCTH, KOTOpHIE

paccMaTpruBaOTCA Ha YPOBHC OpraHI/I3aHI/II/I B IICJIOM;

- obecrnieueHue HOPMATUBHOM (TIPaBOBOI) 0a3bl BOIPOCOB OE30MACHOCTH U T.II.

[TonuTHKa BEpXHEro ypoBHS JOJKHA YETKO OYEPTUTH cepy BIUSHHUS U OrpaHMUYCHMS MIPU
onpezaeneHuu uenel OesomacHoctu II1J[H, ompenenuTh KakuMu pecypcamu (MaTepuaibHbIE,
NIEPCOHAT) OHU OYAYT MOCTUTHYTHI M HAUTH pa3yMHBIH KOMIIPOMHUCC MEXTY TPHEMIIEMBIM YPOBHEM

6e3omacHocTH U GpyHKUKMOHaNbHOCTBI0O MCTI/IH.

Ha OpraHnu3allMOHHOM YPOBHC ONPCACIAIOTCA MPOUCAYPHI U IIpaBujia JOCTHKCHUA Leiaen u

pemenus 3aga4u [lonutuku nadopmannonHon 6e3onacuoctu [1/1H. DT mpaBuiia onpeaensior:
- KaKoBa 00JacTh MPUMEHEHUS TOJIMTUKHU O6e3onacHocTH [1/H;

— KaKOBEI pOJIkd U 0053aHHOCTH AOJDKHOCTHBIX JIMI, OTBCHAIOMIUE 34 IIPOBCACHUC IMOJIUTHKU

6e3omacuoctu [1/IH, a Tak ke UX yCTaHOBUTh OTBETCTBEHHOCTH;
- KTO uMeeT npasa pocryna K I1/1H;

- KaKMMH MEpaMH U CpeJIcTBaMu oOecrnieunBaercs 3amuta [1/1H;
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- KaKMMU MCpPaMH U CpCACTBaAMHU obecneunBaeTCs KOHTPOJIb 3a COGHIOIIGHI/ICM BBCIACHHOI'O

pexuma 6e30MacHOCTH.

OpFaHI/I3 AIMOHHBIC MCPBI JOJI2KHBI:

- IpeaycMaTpuBaTh  perjamMeHT  WHGOPMAlMOHHBIX  OTHONICHMH,  HMCKIIIOYAIOLIUX
BO3MO>XHOCTh HECAHKIIHOHUPOBAHHBIX JCHCTBHI B OTHOUICHUH OOBEKTOB 3alUThI;

- ONPEACNATh KOAJIMIMOHHBIE UM HEPAPXUUYECKUE INPUHLMIBI U METOAbl pPa3srpaHUYCHUS
nocryna k [1/1H;

- ONpeNeNATh MOPSAIOK pPabOTBl € MPOTrPaAMMHO-MATEMATHUYECKUMHU W TEXHUYCCKHUMH
(ammapatHbIe) CPEeACTBAMH 3AIUTHI U KPUTITO3ALIUTHI U IPYTUX 3aIIUTHBIX MEXaHU3MOB;

= OpraHnu30BaTb MCPBI HpOTHBOI[CﬁCTBHH HCI[ IIOJIB30BAaTCIIsIMHU Ha JTallax
aYTGHTI/I(I)I/IKaL[I/II/I, ABTOpH3allHH, I/IIICHTI/I(bI/IKaI_[I/II/I, O6CCH6‘H/IBaIOH_[I/IX rapaHTUH pCajiu3allur IIpaB

H OTBCTCTBCHHOCTH Cy@b@KTOB HHQ)OpMaHI/IOHHBIX OTHOIIICHUH.

B oprann3zannoHHbie MEPHI TOJKHBI COCTOATH U3:
- pernamenTa aocryna B nomemienuss UCII/x;
- TOPAJIOK JOMYyCKa COTPYIHHUKOB K Hcmonb3oBanuto pecypcoB UCIIIn Opranuzanuu;

- perilaMC€HTa MpOUECCOB BCACHUA 0a3 HAAaHHBIX U OCYIICCTBJICHUSA MO)II/I(I)I/IKaI_II/II/I

MH(POPMALIMOHHBIX PECYPCOB;

- periIaMCHTa IpOoUeCCOB O6CJ'Iy>I(I/IBaHI/I$[ U OCYHICCTBJICHUA MOHH(bHKaHHH alrapaTHbIX U

nporpaMMmHbIx pecypcoB UCII/IH;

- uHcTpykimii  monb3oBateneid WCII[In  (agmunuctparopa WCIIJ/IH, aaMuHHCTpaTtopa

oeszomnacHoctu, oneparopa MCIJIH);

- MHCTPYKIIM OJIH30BaTEIIs IPU BOSHUKHOBEHUHN BHENITATHLIX CUTYAIIUH.

6.4 ®usnueckne Mepbl 3AMATHI

@Pu3nyeckue Mepbl 3allUThl OCHOBAaHbl Ha IPUMEHEHHWHM PAa3HOTO POJA MEXAHUYECKHX,
NEKTPO- WM DJJIEKTPOHHO-MEXAHWYECKMX  YCTPOMCTB M COOPY)KEHMH,  CHEHUaIbHO
MpeHa3HAYEHHBIX IS CO3aHusl (PU3NIECKUX MPETSITCTBUN Ha BO3MOXKHBIX MYTSAX MPOHUKHOBEHUS
U JIOCTYIIa MOTEHIMAIBHBIX HAPYIIUTENeH K KOMIIOHEHTaM CUCTEMBI U 3alluIaeMoi nH(OpMaInu,
a TaK)Ke TEXHUYECKUX CPEJCTB BU3YalIbHOTO HAOIIOACHMS, CBS3U U OXPaHHOW CUTHATU3AIUH.

®dusndeckas 3amuTa 3JaHAN, TTOMEIICHHH, 00bEKTOB B CPEACTB MH(OPMATH3AINH TOJDKHA
OCYLIECTBIIAATECS IIYTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IIOCTOB OXpaHbl, C MOMOUIBIO

TEXHUYECKHX CPEACTB OXPaHbl MM JIIOOBIMU JPYTHMHU CIIOCOOaMH, NPEIOTBPAIAIOMIMMH WU
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CYHICCTBCHHO 3aTpyAHAIOIIUMHA TPOHHUKHOBCHHUC B 3AaHUC, MNOMCHICHUSA IMOCTOPOHHUX JIUIL,
XUIICHUC I/IH(I)OpMaI_II/IOHHBIX HOCI/ITeﬂeﬁ, CaMuXx CpCACTB I/IH(bOpMaTI/I?;aI_II/II/I, HUCKIIIOYAOIIUMHU

HAXO0XJ/ICHWE BHYTPU KOHTPOJIUPYEMOi (0OXpaHsIeMOi) 30Hbl TEXHUYECKUX CPEICTB Pa3BEIKU.

6.5 Annaparno-nporpamMmmubie cpeacTBa 3amuThl [

TexHuueckue (anmapaTtHO-NPOrpaMMHbBIE) MEpPBl 3aIUTHl OCHOBAHBI HA MCIOJIb30BAaHUU
Pa3IMYHBIX 3JIEKTPOHHBIX YCTPOWCTB M CHELUANbHBIX Hporpamm, Bxoadamux B coctaB MCII/H u
BBIMOJHSIONINX (CAaMOCTOSITENIbHO HJIM B KOMILJIEKCE C APYTMMHU CpeACcTBaMU) (YHKIUU 3alTUTHI
(upeHTU(UKAIUIO M ayTeHTU(UKAIMIO T0Jb30BaTeNeli, pasrpaHHuYEHHE JOCTyla K pecypcam,
PETUCTPAINIO COOBITHI, KpUNITOTpadhUIeCKOe 3aKPhITHE HHPOPMALIUH U T.1I.).

C yueroMm Bcex TpeboBanuid U npuHIHNOB obecnieuenus 6e3zomacuoctu [1/1n B UCIIIn no
BCEM HAIpPABJICHUSIM 3allUThl B COCTaB CUCTEMBbI 3aIUThl JOJKHBI OBITH BKIIOYEHBI CIEAYIOLINE
cpenacTBa:

- cpencTBa  uaeHTH(GHKanuu (OMO3HABaHWSA) M ayTCHTU(UKAUH  (TTOITBEPKIACHUS
noyinHHOCTH ) nofib3oBarened UCIx;

- CpeACTBa pa3rpaHUMYECHMs] JOCTyNa 3apErUCTPUPOBAHHBIX I10JIb30BATENIE CHCTEMBI K
pecypcam UCII/In Opranuszanuu;

- cpencTBa oOecneueHus] U KOHTPOJS LEIOCTHOCTH HPOTPAMMHBIX U MH(DOPMALMOHHBIX
pECYpCOB;

- CpeCTBa ONEPATUBHOIO KOHTPOJISI U PETUCTPALIUU COOBITHH O€30MMaCHOCTH;

- Kpunrorpagpuyeckue cpeactna 3amutsl [1/1H.

VYcnenHoe npuMeHeHHEe TEXHUYECKUX CPEJCTB 3alllUThl HA OCHOBAHUM MPUHLMIOB (pa3jaen
5) nmpenmoyiaraeT, YTO BBIMOJHEHHWE TEPEYUCICHHBIX HIDKE TpeOoBaHUN  00ecrnedeHo
OpraHU3allMOHHBIMU  (3AMUHUCTPATUBHBIMM) MEpaMH M  HCHOJB3YEMBIMH  (U3UYECKUMHU
CPEICTBAaMU 3aLIUTHI:

- obecrieueHa (u3udeckas 1neaocTHOCTh BceX komnoneHT MCIT/IH;

- Kaxapiii cotpynHuk (monb3oBarens WCII/IH) wnm rpynma mnonp3oBaTeneid  MMeEET
VHHUKQJIbHOE CHUCTEMHOE HUMS W MUHUMAJIbHO HEOOXOJUMbIE Ui BBIIIOJHEHUS UM CBOMX
(GYHKIIMOHAJIBHBIX 0053aHHOCTEN MOJTHOMOYHS 10 AOCTYITY K pecypcaM CUCTEMBI;

- B UCII/In Opranuszanuu pa3paboTKa 1 0TJIaj1Ka IPorpaMM OCYIIECTBIISIETCS 3a MpeieiaMu
HCIIIH, Ha UCHIBITATEALHBIX CTCH/IAX

- BC€ M3MEHEHUs KOH(QUTYypalluM TEXHUYECKUX U mporpamMmubix cpeacts MCI/Ix
IIPOU3BOJATCS CTPOrO YCTAHOBJIEHHBIM HOPSIKOM (PETMCTPUPYIOTCS M KOHTPOJIMPYIOTCS) TOJIBKO

Ha OCHOBAHUU PaCIOpsKEHU pykoBoacTBa OpraHu3aluu;
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- ceTeBoe 000pymOBaHHE (KOHIEHTPATOPhI, KOMMYTATOPBI, MAapIIPyTH3aTOPbl U T.IL.)
pacroyiaraeTcsi B MeCTax, HeJJOCTYITHBIX JIJIsl IOCTOPOHHUX (CHEIMAIbHBIX TOMEIICHUsX, MKadax, u
T.IL.).

- ceranuctaMd OpraHusalii OCYIISCTBISICTCS — HENPEPHIBHOE — yIPABICHHE U

AIMUHHUCTpaTUBHAA IIOAACPIKKA q)YHKI_[I/IOHI/IPOBaHI/IH CpE€ACTB 3allIUTEI.
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7 Koutpoas dpdpexTuBHocTH cucTembl 3ammThl UCIIH Opranuszamumn

Kontpoinb s3¢pdexruBroctrn C3IIIH A0MKEH OCYIIECTBISETCS Ha IEPUOIUIECKON OCHOBE.
[enbto KOHTPOJIS 3 (HEKTUBHOCTH ABIISETCS CBOEBPEMEHHOE BBISBICHUE HEHAJICKAIIUX PEKUMOB
pabotel  C3IIJIH  (OTKIIOYEHHE  CPEICTB  3AIUMTHI, HAPYIIEHHE  PEXUMOB  3alllUTHI,
HECAHKI[MOHHUPOBAHHOE H3MEHEHHUE pEeXMMa 3aluThl M T.I.), a TakK NPOTHO3UPOBAHUE U
IIPEBEHTUBHOE pearupoBaHUE HAa HOBBIE yrpo3bl 6e3omacHocTH [1/]H.

KoHTposib MOXET MpoOBOAWTBECSA Kak aaMHHHCTparopamu Oe3zonacHoctH MCII/IH
(omepaTUBHBI KOHTPOJIb B mpolecce mHGopManuoHHoro Bi3ammojerictBus B MCIIJIH), Tak u
MIPUBJIEKAEMBIMU JIJIs1 3TOM LI€JTM KOMIIETEHTHBIMUA OPraHU3alUAMH, UMEIOIIMMH JIULIEH3UIO Ha 3TOT
BUJ aestenbHocTH, a Takke DCTIK Poccun u @Ch Poccuu B npezienax ux KOMIETEHIUH.

KoHTpoib MOXET OCYIIECTBIATHCS AJAMHHHCTPATOPOM OE30MACHOCTH KaK C IOMOIIBIO
HITaTHBIX CPEJICTB CUCTeMBI 3auThl [1/IH, Tak U ¢ TOMOIIBIO CHEIMATLHBIX TPOrPAMMHBIX CPEICTB
KOHTPOJIA.

Onenka 3¢ dexTruBHOCTH Mep 3ammThl [1/[H TPOBONUTCS ¢ UCIIOJIE30BAHUEM TEXHHUECKUX U

MMpOrpaMMHBIX CPEACTB KOHTPOJIA Ha NPEAMET COOTBETCTBUA YCTAHOBJICHHBIM Tpe6OBaHI/I$[M.
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8 Cdepbl oTBeTCcTBEHHOCTH 32 Oe3onacHocTh [1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJIb HaJ oOOecredeHHeM Oe30MacHOCTH
MEPCOHANIBHBIX ~ JAHHBIX fABJSETCS pykoBoguTenb Opranuzanuu. PyKkoBoAUTENb  MOXKET
JIEJIETUPOBATh YaCTh OJTHOMOYHI 110 00ecrieueHUI0 O€30MaCHOCTH MTEPCOHANBHBIX TAHHBIX.

Cdepa 0TBETCTBEHHOCTH PYKOBOJUTENS BKIIOYAET CIEAYIOIINE HAMPaBICHUS 00eCredeHUs
oe3omacHocTu I1/1H:

- [InanupoBaHue u peanu3aius Mep 1o odecrneueHunro 6e3omacuoctu [1/1H;

- Anamus yrpo3 6e3onacHoctu [1]1H;

- Pa3paboTKy, BHEOpEHHE, KOHTPOJIb HWCIIOJHECHUS W TOJJCpKAHHUE B aKTyaIbHOM
COCTOSIHUM TIOJIMTUK, PYKOBOJACTB, KOHUEIILMH, MPOUEAYpP, PErJIaMEHTOB, MHCTPYKIUMNA U JPYTrUX
OpraHU3aI[MOHHBIX JOKYMEHTOB 110 O0ECIIeUeHUI0 0€30MacHOCTH;

- Kontpons 3anmumennoctu UT undpacrpykrypst Komnanuu ot yrpo3 b myrem;

- Obyuenue u uHpopmupoBanue mnonb3obareneit UCII/Ix, o nopsake pabotsl ¢ [1/JH u
CpeCcTBaMu 3allUThI;

- [IpenoTBpamieHue, BbISBJICHHE, pPEardpoOBaHHE W pACCICIOBAHUE  HApYLICHUH

6e3onacuoctu [1]1H.

[Tpu B3aMMOJEHCTBUM CO CTOPOHHHMH OpPTaHHM3AIUsMHU B CIy4asX, KOTJa COTPYIHHUKAM
ATUX OpraHu3alfil MpeAoCTaBisieTcs MOOCTyn K oOBekTaM 3amuThl (pazmen 3), ¢ ITUMHU
OpraHM3aIUsIMU  JIOJDKHO OBITh 3akimoueHo «CornamieHne O KOHPUIACHIHATBLHOCTHY», JTHOO
«Cornamenue o cobmoaenun pexkuma 6ezonacHoctu [1/n npu Bemonnenun padot B MCIdu».
[ToaroToBKa THIOBBIX BapUAaHTOB ATUX COTJIAIIEHUH OCYILECTBISETCS COBMECTHO ¢ FOpunnyeckum

OTACIIOM.
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9 Moaeab HapymuTeasi 0€30MacHOCTH

[log wapymmtenem B OpraHu3aluyd MOHUMAETCS JIUMIO, KOTOpPOE B  PE3yJsbTare
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JEWCTBUN MOXKET HAHECTH yHIepO 00BEKTaM 3aIluThHI (pa3el
3).

Hapymurenu mnogpaznensitorcss 1o npuszHaky npuHagiexHoctd k  HMCII[H. Bcee
HApYIIUTEIHN AENATCA Ha IBE TPYIIIbI:

e BHCIIHWE HApyIIUTENIH — (U3UUYECKUE JIMIA, HE MMEIOIIME IpaBa MpeObIBaHUsS Ha
TEPPUTOPUU  KOHTPOJIMPYEMOM 30HBI, B Tpeleiaax KOTOpOW pa3Memiaercs
obopynoBanue UCIIdH;

e BHYTPCHHHE HApYIIUTENH — (U3HUYECKUE JIUIA, UMCIOIIUNE MPaBO MPEOBIBAHUS Ha
TEPPUTOPUU  KOHTPOJMPYEMOM 30HBI, B Tpelaeiax KOTOpOW pa3MemiaeTcs
ob6opynoBanue UCIIH.

Knaccudukanus HapymuTeneid mnpenctaBieHa B Mogenu  yrpo3  0e30macHOCTH

MEePCOHANIbHBIX JIaHHbIX Kaxaou UCII/H.
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10 Moaean yrpo3 6e30nacHOCTH
Hns WCII[n Opranuzanyu  BbIIETAIOTCA CIEAYIOUIME OCHOBHBIE KaTErOpUHU yIrpo3
0e30MacHOCTH MEPCOHATIBHBIX TaHHBIX:
1) Yrpossl OT yTeuku 10 TeXHHYECKUM KaHAJIaM.
2) Yrpo3bl HECAaHKIMOHUPOBAHHOTO JOCTYTA K HH()OPMAIHH:

- Yrpo3sl yHMUTOKEHUs, XuIleHus annapatHbix cpencts WCIIJIH Hocutenei
uHpopManuu myTeM ¢puzndeckoro aocryna K anementam UCIIH.

- Yrpo3sl XWIICHUS, HECAHKIMOHUPOBAHHOM MOIUGUKAIMKM WIN OJOKUPOBAHUS
uHpopManuu 3a cyeT HecaHKuuoHuposanHoro gocryma (HCJ) ¢ npumeneHuem
IpPOrpaMMHO-AINIAPATHBIX U MPOTPAMMHBIX CPEICTB (B TOM 4YHCIE MPOTPaMMHO-
MaTeMaTUYECKUX BO3ACUCTBUN).

- Yrpo3pl HE NpPEeAHAMEPEHHBIX JCHCTBHUI IOJB30BATENEH M HapyLICHUH
oe3omacuoctr  (yakiuonupoBanus WCIIJJn m C3II[lH B ee cocraBe u3-3a cOOEB B
IPOrpaMMHOM 00€CIEYEHHUH, a TaKXKe OT YIpPO3 HEAHTPOIIOI€HHOT 0 (CO0eB anmnapaTypbl U3-
3a HEHAJIeKHOCTU 3JIEMEHTOB, COOEB AJIEKTPONUTAHMS) M CTUXUUHOTO (yIapoB MOJHUM,
MOKapoB, HABOJHEHUH U T.II.) XapakTepa.

- YTpOo3bl IPEIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HApPYLIUTENICH.

- YFpO?;BI HCCAHKINMOHHUPOBAHHOI'O JOCTYIIA 10 KaHajlaM CBA3H.

Ornucanue yrpo3, BEpOSITHOCTh X Peali3allii, OMACHOCTh U aKTyaJIbHOCTh MPECTaBICHBI

B MoJienu yrpo3 0€30IacHOCTH EePCOHANBHBIX JJAHHBIX Kaxaou MCIT/IH.
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11 Mexanu3m peaauszanuu Konuenmun
Peanusanns KoHuenuuu gomkHa OCYIIECTBIATHCS HA OCHOBE MEPCIIEKTUBHBIX ITPOTPAMM U
IUTAHOB, KOTOPBIE COCTABIISIFOTCS HA OCHOBAaHUH M BO UCIIOJIHCHHUE!
- (enepanbHBIX 3aKOHOB B O0OylacTH obOecriedyeHus: MHPOPMALMOHHON 0€30macHOCTH U
3alUTh HH()OpMAIIH;
- nocra”osiyieHui [IpaBurensctBa Poccniickont @enepanuu;

=~ PYKOBOAANIUX, OPraHu3aliUOHHO-PACIIOPAAUTCIIBHBIX W MCTOAUYCCKUX JOKYMCHTOB

®CT3K Poccuu;

- notpebHocteit UCII/IH B cpencTBax obecniedeHus: 6€30macCHOCTH HH(POPMAIIHH.
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12 Oxunaemslii 3ppexT ot peanuzanuu Konuenmun

Peammzanms Konnenmuu 6e3onacuoctu I[1/a B UCITIH mo3BosuT:

- oueHuTh coctosiHue Oe3omacHoctn wuH@opmanuu VCII[H, BBIIBUTH HMCTOYHUKH
BHYTPEHHUX W BHEIIHUX YTIpo3 HH(DOPMAIMOHHOW OE30MacHOCTH, OMPEAETUTh MPUOPUTETHHIC
HaIlpaBJICHUs MIPEAOTBPAICHUS, OTPAXKEHUS U HEUTpAIU3AIUU ITUX YTPO3;

- pa3paboTaTh  pacHoOpSIUTENbHBIE W HOPMATUBHO-METOJAMYECKHE  JOKYMEHTBI
npumenurenbHo Kk UCIT/H;

- mpoBecTH Kinaccudukamnuio u ceprudukanuio UCI1/IH;

- IPOBECTH OPTaHU3AIMOHHO-PEKUMHBIC M TEXHHUYECKHE MEPONPHUITHS MO OOCCIICUCHHIO
oe3onacunoctu [1/1n B UCII/IH;

- o0ecrneunTs HeOOXOAMMBIH YPOBEHb 0€30IaCHOCTH OOBHEKTOB 3aILUTHI.

OcylecTBiIeHHe 3TUX MEPONPUITH OO0ECHeunuT CO3JaHue EAMHON, UENOCTHOW H
CKOOpAMHHUPOBAHHOU cucTeMbl nHpopManmonHoi O0e3zomacuocty MCIIIH u co3macT ycinoBus Uit

€€ JAJIBHEWIIEr0 COBEpUICHCTBOBAHMS.
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13 Cnincok MCNoJIb30BaHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHUBHO-TIPABOBBIMU W METOJUYECKHUMH JIOKYMEHTaMU, Ha KOTOPBIX
Oazupyertcs Hacrosiee [lonoxeHnue ABISIOTCS:

1 ®enepanbubiii 3akoH o1 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» (Hanee —
@3 «O nepcoHaNBHBIX JaHHBIX»), YCTAHABJIMBAIOLINI OCHOBHBIE MPUHIIMITBI M YCIIOBHS 00pa0OTKU
[1/11, mpaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTh YUaCTHUKOB OTHOILIEHUI, CBA3aHHBIX C 00pabOTKOI
[]1x.

2 «ITonoxxenue 06 obecrieueHNM 0€30MMaCHOCTH MEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHUCTEMax IIEPCOHANBHBIX JaHHBIX», YyTBepxkaeHHoe [locraHOBICHHEM
[TpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «[lopsamox mpoBeneHUs KiIacCUPUKAUUU HWH(GOPMAIMOHHBIX CHCTEM IEePCOHATbHBIX
JIAaHHBIX», yTBepKIeHHbIN coBMecTHBIM [Ipukazom @CTOK Poccun Ne 55, ®CB Poccuu Ne 86 u
Mununadopmcsszu PO Ne 20 ot 13.02.2008 1.

4 «ITonoxxenune 06 0COOEHHOCTIX 00PaOOTKH NIEPCOHABLHBIX JaHHBIX, OCYIIECTBIIIEMOH 03
MCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aluny, yrBepkaeHHoe [locranosnenuem I[pasurenscta PO ot
15.09.2008 r. Ne 687.

5 «TpeboBanusi K MaTepUaIbHBIM HOCUTEISIM OMOMETPUUECKUX MEPCOHAIBHBIX JAAHHBIX U
TEXHOJIOTUSIM XPAaHEHUsI TaKUX JaHHBIX BHE WH(POPMAIMOHHBIX CHUCTEM IMEPCOHAIBHBIX JaHHBIXY,
yrBepxacHHbIe [locTanoBieHNeM IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

6 HopmaTtuBHO-MeTOIMUecKkre JOKyMeHTbl denepalibHOW CiIyKObl 1O TEXHUYECKOMY U
sKcriepTHOMY KOHTpono Poccuiickoit denepaunn (nanee - ®CTIOK Poccun) no obecrneueHuro
6e3onacuoctu [1/1a npu ux o6padotke B UCIT/IH:

7 Pekomenmanuu 1o oOecreyeHHI0 O€30MacHOCTH IEPCOHAIBHBIX JAHHBIX MpPU  HX
00paboTke B MHPOPMALMOHHBIX CHCTEMax MEePCOHANbHBIX JaHHBIX, YTB. 3aM. nupekropa @CTIK
Poccun 15.02.08 r. (ACII)

8 OCHOBHBIC MEPOTIPHSTHSI IT0 OPTraHU3AIMU M TEXHUYECKOMY 00SCIICUCHUI0 Oe30ITaCHOCTH
NEPCOHANBHBIX JaHHBIX, 00padaTbIBa€MbIX B MHOOPMAIIMOHHBIX CHCTEMAaxX MEPCOHANIbHBIX JaHHBIX,
y1B. 3am. nupekropa @CTIK Poccun 15.02.08 r. (IACII)

9 Ba3oBas Mojenb yrpo3 O€30MacHOCTH IMEePCOHATBHBIX JAHHBIX NMPUH HX O00pabOTKEe B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHANbHBIX NaHHBIX, YTB. 3am. nupektopa ®CTIK Poccun
15.02.08 r. (JICII)

10 Metoauka onpeseneHus akTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHANbHBIX JAHHBIX MPH
ux 00paboTke B HH(MOPMALMOHHBIX CHCTEMax IEPCOHAJIBHBIX JaHHBIX, YTB. 3aM. JUPEKTOpa

OCTIK Poccun 15.02.08 r. (JACII)
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